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FEDERAL BUREAU OF INVESTIGATION

Date o(transcription 12/15/92

On December 14 1992 date of birth
, state

~~~"""""'~"""""""""""""'''''''e''''w'''''''''''''''''''''''''''''''''''=-~''''''''''''a''''''''o''''''''''''''''''''''-,---''w'''''a''''s=-''''~'''''n''''''''e''''r'''''v'''''~'''''e'''''w'''''!edat UB,
York. was advised of the identities of the

he nature of the interview. He
provided the following information:

and for not having a UNIX s~stem account, which
1S requ1red for the job. According tq llost his

I
TINIX aCCOlfnt for misusing the system. 1 Is ated that after

was fired he broke into the system periodically. He
~l-o-g~g~e~d~o-n~to the machine and put files on and took them off the
machine.

b6
b7e

sometime in october, 1992,1 Ireceived a telephone
call from someone at the Yuma Proving Ground (YPG) in Arizona
advising that someone at UB was using a UB computer system to log
on to the YP~em via a computer at New Mexico state
University. _~identified the UB computer used to penetrate
YPG as UBVMSB, Wh1Ch is located in the computing Center.
Personnel at YPG id~ntified the user name.as V088~Xe:. ~i~1
knew was the Comput1ng Center account ass1gned tol J
UBVMSB enable~ Ito enter INTERNET, a networ w 1C
allows access to other systems, and ultimately the YPG computer.

I Istated thatl~__~~ laccount was shut off two
or three times because 0 • pattern of breaking into and using
the accounts of spoke with him about this several

. continued his actions. According to
get along well with his peers at UB.

12/15/92

65W-BF-28197

Date dictated

--::1::,::2::.L..:1=-4:...L..9::;.::,2__"J'"'"at.A_--=A:,::m:.:.:;h=e.::.r.;;;s;.;;t;.J;,.....::N.;.;e;;;.;w;.;...-y=o.::.r.:.:k=--_ File #

SA t--------,------J
by SA

Investigation on
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it and its contents arc not to be distributed outside your agency.,
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2ContinuationofFD·302 of _......!=__..........__....I. ....,.... , On 12/14/92 •Page ---.;...-

b6
L...-......,.......J is of the opinion is not doing this for financial b7C
gain but rather to see 1f these penetrations could be done.

I ladvised that djta accessed byl Ihas been
saved and is stored inl personal account.

1 Istated I I (also spelled as 1_.,.......,,,.,,,....._
is unknown to him and does not have a computer account at U~.
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FEDERAL BUREAU OF INVESI'IGATION

Date of transcription 12/15/92

This QRt:ire communication is classified IlSEcREI.oU...

On December 14
state U 've sity of New York

La""':'t--=B~u-:f::-:f::-a-::l:-o-~(U==B::-}:--,-d":"a-t':"'"e--o-:::f~b""';'·~-:-1-""""~l=:.loll..l=:.lii:"""='=""""'...z...:ii'was interviewed
at UB, Amherst, New York. was advised of ',the
identities of the interview1ng Agents and the nature of the
interview. He thereafter voluntarily provided the following
information:

-:-__-:-~--Iexplained that there are two sets of accounts
available to students at UB: an engineering computer account and
a computing center account. The engineering account is a
privilege limited to those students demonstrating a need to use
the UNIX operating system. The computing account is a right
granted to all UB students for VMS (time share cluster) general
systems use.

I ladvise~ ~__-:~__~ Ihad both
eng~neer~ng and computing accounts. Prior to receiving the
eng1neer1ng account he filled- out a contract agreeing ,to certain
terms relative to use of the UNIX s stem. The contract re uired
the signature of a faculty membet-~~---------~ ~ ~ --=--J

1 1 and one of L...- ..... professors, signed
his contract.

b6
b7C

___==-- 1stated 1 Ifound a hole in the security
system of a UB computer system. As a result he was able to
penetrate the computer and send offensive electronic mail (E­
mail) to other UB students. The source of this unauthorized E­
mail transmission appeared to be the Engineering Department's
MORDRED computer; however, in reality it was initiated and sent
byl I 1 Istated the students who received the

D

-t,

12/15/92

65W-BF-28197Amherst, New York FilcH--=1:=2'-L.1-=1:..:4'-L.1.:;.9-=2'--__~at
:al

Date dictated
L...- J------------:--------------

Investigation on

by ~~-----...,....----

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency.
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2Continuation ofFD-302 of ~!===-= ""'l.- ' On 12/14/92 ,Page ----

offensive E-mail complained to him and identified I las
the one sending tqemail.Asaresultof.this incident,

I Irevoked I Iengineering! account and access to
UNIX.

On October 8, 1992, 1 1appeared atl
office requesting his engineering account be re-open~e-d~.--H-e--­

¥L~~~~~~asswhich required UNIX access.
L----:::--:,...-~~m£Q.~s;ll-,..--____:~instructor, 11...-__....,......,......,,...-____:,...--1 and
explained account was closed because of his misuse of
the system. advised 1 Ithat UNIX access was not
essential to the successful complet~on of the course.

While at the office, L Isroke with I I
about his actions. According tol 1 :J "showed no
remorse" and1remarked fhat he was not attacking the Engineering
Department. _stated [ T fS a nice, pleasant, well
manni~ed st))de~twho does not know r~ght from wrong. He added
that. . does not know the ki~d of trouble he could get
into. then characterized L I

As the result of this encounter, I Icalled an
emergency meeting with computer personnel to decide how to
protect their computer systems from ~n:utho:iZjd penetrations.
Shortl after the meetin conclUded, L _ ~ _was-notified by
~ ~~~~~__~_~at the ompu ~ng Center, that
~ ~~M~O~R~D~RED computer was running a password cracking
program. had been monitoring the system for this program
because he heard from others that 1 linitiated this
program on previous occasions.

stated he walked over to Ketter Ha~l :h;re
was known to utilize computer terminals. I: 1saw

~_~~~~at the first computer work station, and imme ~a e y
UB's Public Safety Department. He explained the
~~-Le~u~e~sted the assistance of a public safety
~ ~~a~d~v~i~s~e~d~t~he officer they would have to

remove hands from the computer keyboard to
from deletin data. Officer I land

~~~~~~a--r-o-a-c~ed and removed his hands from the
keyboard. 01 Ihe was utilizing
password "GVC" wh~ch engineering account of a graduate
student who was no longer at UB. I Iwas subsequently
arrested by Amherst Town Police.

b6
b7C
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I Icontacted I
their ass~stance in preserving--T~.~.-_~~~~~~r-~~_~r~~~
to access via the GVC account.

een save ,

b6
b7C

alone in
stems.

centers.

I :=Jadvised that sometime in October, 1992, he
was contacted by~ IOf UB's computing Center who stated
~~~~~~ the Yuma proving Ground (YPG) called to advise '
~~_~__~~~RED system was used tq access cqmputer systems at

immediately suspected I Jbecause the
......~~p~e~n~e~ration was "stylistic of him."

I buspects I Imay not be
his attem ts to crack asswords and enetrate com

and directed by others at UB or at other research
"-----~-------'

I Istated I I(also spelled as
I~~~__I is unknown to him and does not have a computer account
at UB.
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FBI

TRANSMIT VIA:o Teletypeo Facsimile
IKI AIRTEL

PRECEDENCE:o Immediateo Priority
o Routine

CLASSIFICATION:o TOP SECRET
~ S~CRB'.f

D CONFIDENTIALo UNCLAS EFT 0
o UNCLAS

bate 1/20/93

TO DIRECTOR, FBI
(ATTN: INTD, CI~lC, Iocl ~

FROM ADIC, NEW YORK (65W-BF-2B197) (RUC) (I-25)

b6
b7C

SUBJECT I
T.W~E:o;rI'l';'ZMA;'7'Il""lN~NT""":;ImN~S=T~I;;;TU;-;:T:;;';E~OF SCIENCE
ESPIONAGE - ISRAEL
00: BUFFALO

This document is classified ~SEeRE~~ in its ~I1Lire~y.

b7E

Reference Buffalo ~eletype t~ Bureau, dat~d

1/12/93.

b6
b7C

b6
b 7 C

• -:::<:i>dPer _

SEARCHED~ HlOf.XED
SERIAlll£D~mly;.~:==::

(Time)(Number)
Transmitted

BO:apc
(7)

3 - Bureau (Encls.
1 - CI-1C

2 - Buffalo (65W-~F-2B197) (Encls. 4)
1 - New York

E are two copies of, FD-302
interview of~~ ~~~ ~~~,dated 1/19/93; the original
FD-302, two copies ,no s are designated for ~

Buffalo.

Approved: _



40'

65W-BF-28197

-~ -~

This investigation was predicated upon possible
unauthorized penetration of computer facilities at the YUMA
PROVING GROUND, Yuma, Arizona, drririg the period Aug~st 18-20,
1992. Activities were traced oL Jat the
state University of New York a Buffalo (U.B.). On October 8,
1992, I Jwas arrested by U.B. campus security
0' , count of fo· er U.B. raduate student, b6

DOB: b7C

On 1/19/93, ~~;--=--__:"T'"_-=---=----Iwas interviewed at
the NYO of the FBI and denied any knowledge of subject or of
his activities. Full text of inte~iew is contained in
accompanying.FD-302.

Inasmuch as all investigation has been completed in
the NYO, this matter is being placed in an' RUC status.

2
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L.E.:ft.S/
o Other 1II~~I.s

Date-~IA_/j-+--h...:....'Cf.J__
I J

o Motor VehicleDINS 0 Marriage*o Deatho Credit 0 Criminalo Birth

To Buded

Retur~

$;II
Name and alIases of sUbJect, ~ppllcant, or employee, and spouse

(;JcI5M/(NA! /Al5rff({f~

7?£I(DVoT) 1SKIlt;L
Addresses

Residence

OF .rJ(!,Ie!'NCe

(d.~ WC/~fl?I1A1~

Business

Former

*Date and place of marriage
(if applicable)

b6
b7C

Race Sex Age Height \leight Hair Eyes
o Male
o Female

Birth date Bi rthplace

Arrest Number Fingerprint classification Criminal specialty

Social Security Number Drivers License Number

r
j

SpecIfIc InformatIon desIred {
I
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Copyright 1972 The New York Ti~es Co~p~ny: Abstr~cts

The New York Ti~es

SECTION: Page ~, Colu~n 1

DATE: August 9, 1972, Wednesd~y

ABSTRACT: Soviet press takes unusual step on Aug 8 o~ publici~ing what it
describes as Israel's nuclear-we~pons capabilities; article in newspaper

\\
MOSkOVkSi Ko~so~olyets repts that Israel's ~il leadership 'drea~ls o~ getting the
weapons of ~ass destruction'; repts that ai~ of Weiz~ann Institute o~ Science
in Rehovot, IST'ael, is to pT'oduce I1llcleaT' rese~T'ch; says rnany special ists clT'e /1
convinced that Israel can produce nuclear warheads; article deals pri~arily wit~

heavy Israeli expenditures on ar~a~ents, presu~ably to of~set any misgivings
among Soviet citizeris about USSR's aid to Egypt, which ~ailed to forestall
ouster o~ mil personnel; repts Israel has bought weapons and ~il materiel worth
$3.7-billion abroad since June '67; says Israeli Army totals 300,OQO soldiers
and officers, has 1,200 tanks, 850 warplanes, 350 motorized guns, 96 rocket
units and 52 warships; notes Israel not only has Phanto~ and Skyhawk Jets from
US but has now put its own supersonic jet into ~ass production and possess
.warships equipped with ship-to-ship rockets

SUBJECT: ARMAMENT, DEFENSE AND MILITARY FORCES; FOREIGN AID; INTERNATIONAL
RELATIONS; ISRAELI-ARAB CONFLICT; MISSILES; UNITED STATES ARMAMENT AND DEFENSE

ORGANIZATION: MOSKOVKSI KOMSOMOLYETS (PUB); SCIENCE, WEIZMANN INSTITUTE OF
( ISRAEL>

GEOPRAPHIC: MIDDLE EAST; UNION OF SOVIET SOCIALIST REPUBLICS; UNITED STATES
(1972 PART 1)

LENGTH: 173 words
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Copyri~ht (c) 1979 Reuters Ltd.

August 19, 1979, Sunday, AM cycle

LENGTH: 160 words

DATELINE: TEL AVIV

KEYWORD: Cold

PAGE 52

BODY:
Israeli scientists wave invented a machine which they Say- clears a common

cold within a daY.

But they adplit they are not sure why th~ device, based on earlier theories o~

heat treatment, works.

Developed by Dr Arnon YorushalPli o~ the Weizman Institute o~ Science at ~

I
Rehovot, the small machine is fed with distilled water and then delivers humi

air to the patient's nostrils at a steady rate, maintainin~ a constant
temperature of 110 degrees Fahrenheit.

Dr Dov Opher o~ the state-run Kaplan Hospital told the army radio todaY he
had treated hundreds o~ patients with a prototype machine and has found that on~

30-minute treatment usuallw clears up a common ~old within a day.

But he added that the cold virus was not killed, and the reasons for the
success of the treatment were not yet clear.

A medical equipment manufacturer is now makin~ 20 machines to enable doctors
to carry out widespread controlled testin~.

I
j
I

-!
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The Associ~ted Press

steppin~ down as secretary of state, Henry
the Middle E~st ~ust be pursued "with

BODY:
In his first public speech since

A. Kissin~er cautions th~t pe~ce in
delicqcy".

KEYWORD:
Kissin~er

DATELINE: WASHINGTON

The ~~teri~ls in the AP file were co~piled by The Associ~ted

~ateri~ls ~~y not be republished without the express written
Associ~ted Press. {!i)

MClrch 11 1??7, M cycle

LENGTH: 330 words

BYLINE: By BARRY SCHWEID, Associ~ted Press Writer

The inventor of "shuttle diplo~acy" told q dinn~r here ThursdaY ni~ht that
"peClce is necess~ry ~nd peClc~ is ineYitClble.'

However, he added in whClt see~ed an i~plicit ~eSSCl~e to the CClrter
~d~inistr~tion: 'It ~ust be sou~ht with delicClCY ~nd underst~ndin~ of the
fra~ility of ~ stClte Isr~el which hClS h~d to stru~~le for every inch of its
territory."

Kissin~er PClinstakin~ly arran~ed three li~ited settle~ents between Israel and
its ArClb nei~hbors. The CClrter ~d~inistr~tion is now lClborin~ to ~rr~n~e

ne~otiations Clt Geneva by the end of the ye~r towClrd an oyer-all settle~lent.

~
Kissinger received Cln honor~ry degree fro~ IsrClel' s IJeiz~Cl;'m Institute of f

Science. He WClS honored ClS ~ "~Iessenger of peClce" Clnd "the principal ~rchitect

of intern~tion~l concjli~tion."

Since le~ving office, Kissinger h~s cohcentrated on preparing his ~e~oirs,

Clnd tClken Cl lengthy YClcCltion in Mexico. At President CClrter's trequest, he hClS
Clgreed to he~d Cl group to press for energy conserv~tion. On SClturdaY will ~Ieet

in New York with Pri~e Minister Itzh~k R~bin of Isr~el, who is co~pleting Cl
week-Ion~ visit to the United States.

Describin~ hi~self ClS "very ~oYed by this occClsion,' Kissinger SClid as the
fiT'st Jewish secretClT'Y of state, his relati~~with Isr~el ~nd th~ Jewish
co~~unity h~s "ineYitClbly been co~plic~ted."~

"Yet, none of us conscious of the tT'~YClil Clnd suffering of the jewish people
CCln ever forget their future is inextricClbly linked with ~eClce Clnd Justice" Clnd
freedo~ and security for all peoples," he SClid.

The WeizlTlClnn, Ins"ti tute of Science Cl't Rehoyot _ is Cl reseClrch center TlalTled
" . ~, C' .~_.__" -'--_"..1.'_"_......:.-_......-..:...-'-_..!..- _
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Copyright 1979 NewsweeK
Newsweek

I

Febru~~y 5, 1979, INTERNATIONAL

SECTION: NEW PRODUCTS & PROCESSES; pg. 3

LENGTH: 17~ words

HEADLINE: How Sweet It Is

BYLINE: FRED ABATEMARCO

EDITIONS~

{;p~

BODY:
A, nonc~loric sweetener 2,000 ti~es ~s sweet ~s sug~r qnd six ti'les sweeter

thqn sqcchqrin ~qy soon be qvqiiqble ~ro~ Jq~orq, o~ Rehovot, one o~ Isrqel's

~~jor citrus-fruit processors. The sweetener is Neo-DHC (neohesperidin
dihydrochqlcone) qnd cOPIes froIT! nqri ngi n, q bitter food qddi tive e:drClcted frOIT! ~~

!
grqpe~ru~t peels. Org~nic che~isti qt the WeizPl~nn Institute of Science in .

Rehovot hqve designed q pilot che~icql plqnt ~or co~~erciql producti6n o~ the
sweetening ~gent, which WqS discovered sOPie ye~rs ~go by the U.S. Dep~rtPlent o~

Agriculture. Jq~orq qnd other dev_lopers ~re ~w~iting cleqr~nce ~ro~ the FDA.

The sug~r substitute hqs ~ ple~s~nt q~tert~ste siPlil~r to Plenthol or
licorice. It is s~id to be e~~ective in ~xtre~ely low concentr~tions ~nd bre~ks

down into innocuous substqnces quickly ~nd cOPipletely in the digestive systePi.
Besides its obvious potenti~l use fn ~oods, Neo-DHC PI~Y find its w~y into soft
drinKs, chewing gu~, ~outhwashes, toothpastes, and ~ight also be used to ~qke

bitter medicines ~ore PCllqtable.

I
L ~ _
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Copyri~ht 1992 McGraw-Hill Inc.
NuclearFuel

Au~ust 17, 1992

SECTION: WASTE MANAGEMENT; Vol. 17, No. 17; pg. 5

I
l
.\
I

LENGTH: 217 words

HEADLINE: Groundwater Research Sheds New Li~ht On Sites

BODY:
Research bein~ conducted by the Weizmann' Institute o~ Science in

Rehovot, Israel can help pinpoint possible sites ~or dispos~l o~ nuclear
waste. The technique introduced by Professor Eamnuel Mazor o~ the institute's
Department o~ Environmental Sciences & Energy Research enables experts to
determine with ~reater certainty whether a ~iven aquifer o~ groundwater is old
or relatively recent.

The researchers say that thi~ distinction is critical in evaluatin~ the
safety o~ sites as potential storage sites. The method is currently being
studied in Europe. The technique was first used to evaluate wells as potential
nuclear depositories in a study conducted in Switzerland by Mazor's lab, in
collaboration with scientists at the ~niversity of Geneva. The research was
supported by NAGRA, the waste disposal branch o~ the Swiss nuclear energy
authority, which has since commissioned other teams to carry out advanced
studies on six wells.

In Sweden, an international tea~1 is applying the method to date wells at the
Strippa iron mines, now being considered as a possible nuclear disposal site.
Mazor points out that the water in the underground sites could be considered
safe nuclear storage sites, as the water in them is unable to escape to the
surface or to any other water channels.

I

i
1

I
I
I
I
I
I
I
I

_~_-.:J
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The Associated Press

The materials in the AP file were compiled by The Associated Press. These
materials may not be republished without the-express written consent of The
Associated Press.

July 27, 1992, Monday, AM cycle

SECTION: Business News

LENGTH: 629 words

HEADLINE: Researchers Fear Tou~h Weeds Threaten World Wheat Supplies

i

BYLINE: By STEVEN P. ROSENFELD, AP Business Writer

DATELINE: AMES, Io~a

KEYWORD: Weed War~ing

BODY:
Weeds resistant to herbicides are th~eatening wheat fields around the ~lobe

and could become a problem in this country; researchers say.

Accordin~ td one israeli scientist, weeds pose a bi~~er menape than AIDS in
poor nations where wheat is an essential food source.

j
Jonctthctn Gressel, a PT-ofessor of plant science ctt the WeizITlctnn- Institute of f'

Science in Rehovot, Israel, SayS chemical-resistant weeds already infest !
more than 1,000 wheat farms in Australia and ITlore thctn ct dozen in En~land. Nort '
American wheat is at risk as well, he said.

"This is Just ~he be~innin~. We have to worry about it now," Gressel said in.
an interview at Iowa State University during the recent First Internati~nal Crop
Science Con~ress. "The problem isn't goin~ away - it is ~rowing exponentially."

Gressel, a pioneer researcher of herbicide resistance, addressed the
congress, which attracted some 1,100 researchers from 85 countries.

Joe Anto~nini, national pro~ram di~ector for weed science research at the
u.S. Department of Agriculture in Washington, said MondaY that weed resistance
to herbicides is serious but no cause for alarm.

"It's not somethin~ we should ignore," Anto~nini said. "We have to understand
why some herbicides do this, why others don't do that, but as a practical
matter, it's pot something the farmer has to ~et frantic about."

Crop and herbicide rotation generally preveri£\,lweed re~istan6e,he said.
II ~ ~_ '

"There are hundreds of reports of reports that this weed is resis.tant to 1;.hat
herbicide in Idaho or wherever," Antognini said. "But when you boil it down to
acreages, it's relatively small."

r I " J "I "- . ,.



~ DECLASSIFIED BY UC60322LP/PLJ/CC ~
,., ON 01-10-2012 ~

PAGE 36
LEVEL 1 - 8 OF 218 STORIES

The Associ~ted Press

The materials in the AP file were compiled by The Associated Pre~s. These
materials may not be republished without the express written consent of The
Associated Press.

July 27, 1992, Monday, BC cycle

SECTION: Domestic News

LENGTH: 146 words

HEADLINE: Current Quotations

BYLINE: By The Associated Press

KEYWORD: Quotes

BODY:
'But my experience is such that I can't taKe that for ~r~nted.· - Rolf Ekeus,

the U.N. point man in negotiations that ended the tense standoff over inspection
of Iraq's A~riculture Ministry, on the Iraqi promise to refrain from further
interference with efforts to cat~fog ~nd destroy Ba~hd~d's we~pons of mass
destruction.

'We don't ~ot nobody to help us out. He ~ive us jobs, tell us, 'Don't ~~n~ ban~'

~nd we don't. We listen to him.' - Los Angeles gang member Little Sniper on
Jesuit priest, Rev. Gregory J. Boyle le~vin~ his east side parish for a year
long retre~t.

~
'The problem isn't going ~waY - it is growing exponenti~lly.~ - Jonathan
Gressel, ~ professor of plant science at the Weizmann Institute of Science in

Rehovot, Israel, on chemic~l-resistantweeds infesting more th~n 1,000 wheat
farms in Australia and more th~n a dozen in England.
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The Associated Press
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The materials in the AP file were compiled by The Associated Press. These
materials may not be republished without the express written consent of The
Associated Press.

July 27, 1992, Monday, PM cycle

SECTION: Domestic News

LENGTH: 629 words

HEADLINE: Researchers Fear Tou~h Weeds Threaten World Wheat Supplies

BYLINE: By STEVEN P. ROSENFELD~ AP Business Writ~r

DATELINE: AMES, Iowa

KEYWORD: Weed Warnin~

BODY:
Weeds resistant to herbicides are threatenin~ wheat fields around the ~lobe

and could become a problem in this country, researchers say.

Accordin~ to 0\1e Israeli scientist, weeds pose a bi~~erI1'lenace than AIDS in
poor nations where wheat is an essential food source.

Jonathan Gressel, a professor of plant science at the Weizmann Institute of
Science in Rehovot, Israel, says chemical-resistant weeds already infest

mOre than 1,000 wheat farms in Australia and more than-a dozen in En~land. North
American wheat is at risK as well, he said.

·This is just the be~innin~. We have to worry about it now,· Gressel said in
an interview at Iowa State Uriiversity durin~ the recent First International Crop
Science Con~ress. IThe proble~1 isn't ~oin~ away - it is ~rowin~ exponentially.·

Gressel, a pioneer researcher of herbicide resistance, addressed the
con~ress, which attracted some 1,100 researche~s from 85 countries.

Joe Anto~nini, national pro~ram director for weed science research at the
u.s. Department of A~riculture in Washin~ton, said MondaY that weed resistance
to herbicides is serious but no cause for ~larm.

·It's not somethin~ we should i~nore,· Anto~nini said. ·We have to understand
why some herbicides do this, why others don't do that, but as a practical
matter, it's not somethin~ the farmer has to ~et frantic about.·

Crop al1d herbicide rotation ~enerally preven~sistance, he said.

·There are hundreds of reports of reports that this weed is resistant to that
herbicide in Idaho or wherever,· Anto~nini said. ·But when you boil it down to
acrea~es, it's relatively small.·
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not to Sqy it won't h~ppen," he sqid.

But the thre~t is reql, Hartzler s~id, "especi~lly when you looK at the new
herbicides th~t fqrmers qre usin~. They ~ll have the Sqme mode of ~ction - they
blocK ~ sin~le enzyme."

And the impact on the avera~e American consumer?

"Probqbly not much," H~rtzler s~id. Th~t's if the problem is controlled by
rot~tin~ herbicides ~nd other farm m~n~gefflent pr~ctices.

"But in the worst-c~se scen~rio, if herbicides becqme ineffective," he sqid,
"we'd h~ve to restructure the whole fqr~ling system qnd food costs would go up."

L~st year, the world's f~rmers produced about 609 fflillion tons of whe~t,

rese~rchers estifflate.

Weeds are publi~ enefflies to Gressel. Afflong the most damaging to world food
supplies, he s~id,' -are broomr~pe, which decim~tes be~ns in North Afric~, ~nd

witchweed, which attacks grains sub-Saharan Africa ~nd in southeast Asia.

Gressel s~id some weeds m~y reduce h~rvests by up to 50 percent in some of
the world's poorest regions.

"As far ~s quality of life is concerned, that's worse th~n AIDS ••• when it
is expected to pe~K," he s~id.

The resistance to herbicides is especially prevalent where far~lers grow the
same crop - and use the same herbicide - yeqr after yeqr, Gressel said.

One defense is using smaller doses of chemicals, but such practices don't
work in the lon~ rUn and seeffl to h~ve caused the ~ustrqliqn weed problems, he
said.

The best defense for SOffle farmers f1lay be elifflinating chemical weed-Killers
entirely. Gressel also advises rotating crops and chan~in~ herbicides e~ch year.
But the lon~-term solution is gene fflanipul~tion; he said. Anythin~ else is a
stop~ap.

"The only way to truly curb the probleffl is to develop new genetically
en~ineered varieties of whe~t that can toler~te a wider r~nge of herbicides,
especially the less COfflfflon ones," He s~id.

But he s~ys it is hard to ra~ly support for ~overnfflent help in fightin~

weeds.

'It doesn't have the political push that even fflalaria has' ffluch less AIDS,'
he said.

--- ------------------- I



DECLASSIFIED BY UC60322LP/PLJ/I:c:J
01~ 01-10-2012

PAGE 40
The Jerusqle~ Post, July 26, 1992

A 33-yeqr-old Floridq rese~rcher hqs set qn endurqnce record by spendin~ 69
dqys qnd 20 ~inutes under wqter. Aside fro~ getting into the Guinness Book of
Records, Richqrd Presley qlso ~qnqged to quit smoking qnd to focus public
qttention on underwqter resources.

Presley's ~ission, funded by the Nqtion~l Aeronqutics qnd Sp~ce

Administrqtion (Nqsq ) qnd by privqte groups, sent hi~ to q 15-by-six-~eter

reseqrc~ ~odule qt q depth of 10 ~eters in a Floridq Keys la~oon.

'It WqS like living the dream of Jules Verne,' he sqid after co~ing up. -I
~issed ~y fqmily ~nd friends, not bein~ out in the sun ~nd not bein~ able to
shoot pool.'

The previous world underwqter record of 59 d~ys, nine hours and 13 minutes
WqS set by q tea~ of Nqsq qnd govern~ent researchers in 1969.

Durin~ the first 30 dqys of underw~ter livin~, Presley ~nd two fel19w
qquqnquts cqrried out experi~ents thqt helped Nqsq understqnd the stress of
prolon~ed sp~ce stqys. His two collea~ues emer~ed when the month w~s up but
Presley stqyed, qi~ing to surpqSS the underwqter record by 10 dqys.

He spent him time conducting experiments such qS observin~ qn undersea herb
gqrden qnd growing fresh vegetqbles using solutions insteqd of soil. His
st~mina under water WqS also tested.

OZONE IN THE BATHROOM

A bqthtub thqt ~irculqtes ozone-enriched water and claims to reduce tension,
improve breathing, blood circulation qnd the metabolism, treqt rheumqtic
conditions qnd heql SCqrs is being manufqctured and sold here. The Keter
plqstics compqny is selling the bqthtub, which is cqlled (whqt else? ) the
Alexis Million Dollars.

A device on the wall sends hot air under pressure through 100 holes on the
botto~ of the tub. Enriched oxygen (ozone, with three qto~s insteqd of two) can
also be introduced into the water; a variety of reseqrchers maintain that ozone
Cqn i~prove a vqriety of conditions, fro~ ecze~q to bqd nerves.

The mqssa~in~ bqthtub is sold for NIS 1,200 and easily installed in the space
of q conventionql tub.

YOUNG SCIENCE IN REHOVOT

Hans Jqcob Feder, a teena~er from Norwqy, si~ulated an earthquaKe in the lab

I ~
" qnd won q SUITIIller qt the WeizlTlqnn Institute' 5 Dr. Bessie Lqwrence Inter nqtionql f

Summer Science Institute. He qnd 70 other tqlented youths from 17 countries qre
here for the ~onth-long progra~, which i OI~U d in English.

'-- r-
Other participqnts include Mikhail Su . sky, Russi~n Jewish immi~rant to

New York who solved qn equation thqt hqs long puzzled ~qthemqticians, and Renee
W~ter~an, of Toronto's Royal Canqdian Institute Youth Science Acqdemy, who
directed qnd qcted in a plqy to persuqde children not to s~oKe.

-- ~- ._----~~~
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~
P~rticip~nts in the science institute condLlct l~b rese~rch in ~ selected

field under the guidctnce of WeizITI~nn scientists. They ~lso tr~vel to Jerus~leITIr
~nd staY ~t the Ein Gedi Field School for five d~ys of rese~rch on the wildlife,
geology, clim~te ~nd ecology of the ~re~.

Me~nwhile, the Rehovot institute is ~lso host to 30 outst~nding

undergr~du~tes from 11 countries ~ttending the Kupcinet Intern~tion~l Science
School. These high-level students conduct rese~rch for 10 weeKs to four months.
Most of them ~re from the US ~nd ~ few ~re from Isr~el, while others have
arrived from the CIS, Bulgari~, Hung~ry, Rom~ni~, Spain, Germ~ny, Austr~lia,

France ~nd Mexico.

AFTER THE BIG BANG

In divine terms, eternity p~sses liKe the blinKing of an eye. Now University
of M~ryl~nd ~stronomers s~y they h~ve managed to reduce 15 billion yectrs of the
history of the universe to a 36-second silent video.

The computer-generated t~pe l~cKs ~ plot or ch~racters, but its producers
believe it is the most precise description so f~r of the motion of galaxies
after the Big B~ng. They s~y it could help provide better estim~tes of relative
cosmic dist~nces, find new g~l~ctic clusters and predict the universe's ultimate
f~te.

Edward Shaya, who presented the video ~t a meeting of the American
Astronomic~l Society, s~id the only scene shows 569 blue bubbles representing ~n

estimated 2,300 groups of galaxies within 100 million light years of Earth. A
single yellow bubble represents the g~l~xy group th~t includes our Milky W~y.

The bubbles begin when they are evenly distributed.
expands, the bubbles start to form swirls ~nd voids ~s

other's gravity. Ectch galaxy group consists of two or
g~l~xy cont~ins up to several hundred billion st~rs.

But as the universe
they feel the tug of each
more galaxies; each

The tape is b~sed on a new mathematic~l ITlethod developed by Shaya's
colleagues to estim~te where galaxy clusters were when the universe w~s young.
In c~lcul~ting the image, the astronomers found th~t only a rel~tively small
amount of gravity was needed to push and pull the universe into its present
shctpe. That suggests, Shaya s~id, the universe contains only 20 percent of the
matter needed to eventu~lly halt its exp~nsion. Scientists have long debated
whetheT' the universe will continue to expand in the w~Ke of the Big Bang, or, at
some point, stop ~nd begin to contr~ct.

GRAPHIC: Illustration: 2 photos; C~ption: 1. Uri GorochovsKy with some of his
cultured pe~rls. 2. A p~ir of pe~rl e~rrings. Credit: 2. Vladimir R~dchenko••

_______________J
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The New York Ti~es

Febru~ry 11, 1981, Wednesday, Late City Fin~l Edition j..;
SECTION: Section D; Page 4, Column 5; Fin~ncial Desk

LENGTH: 385 words

HEADLINE: GENETIC UNIT SET UP BY HUTTON

BYLINE: By KENNETH B. NOBLE

Taglit will be responsible for the potential develop~ent and ~qrketing of 19
continuing research projects at the Weiz~qnn Institute and other selected
research groups, and the co~pqn~ is com~itt~ng $25 ~illion over five yeqrs in
research funds and capital re~ources.

BODY:
The E.F. Hutton Group yesterday announced the for~~tion of ~ company to

ITI~rket advcll1ces in gene-spl ici ng and other biotechnolgy. The liew COlTlpany, DNA ~ I

Science Inc., based in New York, has entered into a rese~r.ch agree~ent with the r
Yeda Research and Develop~ent Company of Rehovot, Israel. Under the agreement, I

I
NA Science and Yed~ h~ve for~ed ~ Jointly owned co~pany, T~9lit Inc., which : r
leans "discovery" in Hebrew, that will fund research projects at the Weiz~~nn' ~

Institute of Science in Rehovot. l
I·
f

1'1

According to Aharon Meytahl, managin9 director of Veda: "DNA Science will
have $50 million fro~ E.F. Huttton and other financial investors fro~ the United
States. When they have that, they will invest ~;25 million into Taglit."

Robert Formon, chair~an and chief executive officer of the E.F. Hutton Group
Inc., said he did not anticipate any return from E.F. Hutton Group's
involvement in DNA Science fo~ the foreseeable future.

Other Projects

Russell
Loctite
of Bendi:z:

Chosen as president and chief executive ~\~ Science WqS E.
Eggers, 49 years old, former president and ~xecutive of the
COT'poration, a specialty chemical co~pany, qnd q for~er president
Interiiational.

The WeizlTlqnn Institute is one of only q dozen lqboratories qround the world
involved in the develop~ent of interferon, an antiviral agent used in the fight
a9ainst cancer. Other projects planned include research into monoclonal
antibodies - a new technique for getting large amounts of single antibodies - a
new'antiviral vaccine, new photoche~ical solar energy collectors and genetically
engineered agricultural products, such as new strains of wheat.

I
I
I
I
I

I ' 'It's a corrlpan~1 that's not tT'yi n9 to raise its ITi0ney publ icly, '-' Hr. Eg~lers
said. "There will be a substantial a~ount of moriey raise~, but with

IL_s_O_Phisticated ins,titutJonal investors. We feel yoU ,should build a COITIF'any before
you take it public."

-------.- ------------ -----
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Copyri~ht (c) 1980 Reuters Ltd.

Dece~ber 23, 1980, Tuesdqy, BC cycle

SECTION: Internqtionql News

LENGTH: 480 words

BYLINE: By Susqn POYqS

DATELINE: JERUSALEM

KEYWORD: Technolo~y

BODY:
An Israeli teq~ recently developed a ?yste~ of ~rowin~ plants without soil

or wqter by directin~ ~ co~puter-ccintrolled sprqy of water and fertilizer on to
their roots.

Is~aeli-i~vented turbines that produce elebtricity at temperatures as low as
190 de~rees Fqhrenheit "have been used experimentqlly to generqte power from
water heqted by the sun.

Isrqel ~qkes its own Merkqva (chqT'iot) ar~y tanks and describes them as the
world'~ best qnd sqfest.

All three projects are importqnt in bolsterin~ the exports of q country with
hardly qny rqW mqteriqls to exploit.

Goods bqsed cin innovative technology accounted for nearly hqlf of the 3.3
billion dollqrs eqrned this yeqr by the Jewish stqte's militqry and civiliqn
exports, according to a ~overnment official.

Non-~ilitqry exports developed by Isrqeli reseqrch, ran~in~ fro~ ~edical

electronics to q~ricultural technology, reached q record 900 million dollars
this yeqr. This WqS q 400 per cent rise since 1973.

(TEXT OMITTED FROM SOURCEJ

The chief scientist's office has~ 30 million ~ollqr fund to support 600
innovqtive industriql projects qnd longe~-rqn~e studies qt universities.

The office pr6vides 50 per ~ent gr~nts for projects with export potentiql
while speciql projects considered of nqtional importance, such qS in solar
energy, receive 80 per cent backing.

ProfeSsor Lqvie sqid foreign firms hqd alr~sted 10 million dollars in
locql reseqrch projects qnd q~other 10 millio~n promised.

Israel produces its own Kfi~ (lion cub) Jet fightel's, tqnKs, tqctic~l

CO/Ti/Tilmications equip~ent, radar sys·telTJs, /TJissiles, fast/Tlissile boats ql1d
sub:-!1',achine guns.
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sqles becquse it is powered by Americqn engines.

One of the most successful industriql export fields h~s been qgro-technology.
This includes new pesticides ~nd ~ertilizers ~nd computerized drip irrig.tion
systems under pl~stic, which s.ve 30 per cent w.ter ~nd help crops grow f~ster.

The Eiscint Comp~ny of H~if~ hqs c.ptured one-fifth of the world ~I.rket for
nucleqr medicine g~mm~-r~y di.gnostic systems, qnd is incre~sing its s.les of
tomogr~phic three-dimension~l x-r.y sc~nning systems.

Isrqel h~s become the world's lqrgest supplier of surgic.l l.sers which it
hqs sold to 40 countries, Professor Lqvie s.id.

Isr.el h~s invested he~vily in development of silicon semi-conductor chips
~nd expects to export some 100 million doll.rs worth of these within five yeqrs.

"

A lqrge Swiss ph~rmeceutic.l comp.ny h~s invested in reseqrch by the f~med i
Weizm~n Institute of Science .t Rehovot to produce commerci.l qu~ntities of
interferon, the hum~n protein which could hold gre.t promise in fighting viruses
~nd possibly c~ncer.
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SECTION: PEOPLE; pg. 47

LENGTH: 835 words

HEADLINE: He likes to talk about Ibuilding qnother IBM'

BODY:
The U.S. Supre~e Court1s decision eqrlier this month qllowing patents on

bacteri q created through recombinant DNA once qgain drew worldwide attention to
q handful of genetic engineering firms. No co~pany was more prominent in press
reports thqn Cetus Corp., the Berkeley, Calif., firm ~enerally considered to be
the leqder in the field of biotechnology. And no man was ~ore often quoted than
Cetus president Peter J. Farley, who helped found Cetus nine years q~O qnd now,
at age 40, has beco~e the industry1s unofficial spokes~an.

Meeting Farley Cqn be a little disconcertin~. Anyone with both a medical
degree qnd qn M.B.A. ~ight Cquse that reqction, especiqlly if he heads one of
the most exciting companies in the U.S., and talks glibly about revolutionizing
the pharmaceutical and chemical industries. But Pete Farley -- as he introduces
himself -- could pass for the coach of q Little Lea~ue team. Big, qffable, with
an easy Irish s~ile, Farley is 'a weird and rqre combination of genius and nice
guy,' says a collea9ue.

But Farley doesn1t mince words. 'We intend to see Cetus e~erge in the
mid-1980s as a mqJor factor in several major industries,' he says, chomping on
an expensive cigar and trying to ignore a small mountain of pink cqllback slips
near the phone, awaiting his ~ttention. Farley is fond of talking about
'building another IBM' in Cetus, a view he would clearly like to promote with
the press, the public and the investors who hqve poured millions of dollqrs into
whqt is obviously a long-range venture.

There is a reasonqble chance that Farley will make good on his brqs.
Already, Cetus has developed a yeqst strain that is currently being tested by
National Distillers & Chemical Corp. and promises at least 30X improved
efficiency over conventional methods for the conversion of biomass to ethyl
alcohol used in 'gasohol' blends. And in April the company announced that it
had developed a 'bug' that will allow complete conversion of glucose to
fructose, a feat that when commercialized will radicqlly alter the $7-billion
domestic sweetener ~arket.

And 'there are a lot of other projects under way that we can't talk about,'
Farley says. One of those is the cOJTIPany's w~interferon, an antiviral l'

(

substance being tested in cancer treatment.~ working with Weizman
I Institute of Science in Israel C Rehovot) on methods that may lead to
I production of the substance in quantities large enough to permit more thoroug
I 'testing. Farley takes his greatest pride in his work on interferon.'

I

1_ These projects are proof for Farley that he is on the right track -- a track
_1' _I. '---_~ • __~,,...,,.. IT .. :--.....L._.-..a..- --LL_~_~ • __.r_ ,
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The Associated Press

The materials in the AP file were compiled by The Associated Press. These
materials may not be republished without the express written consent of The
Associated Press.

June 18, 1980, Wednesday, AM cycle

SECTION: Washington Dateline

LENGTH: 510 words

BYLINE: By WARREN E. LEARY, AP Science Writer

DATELINE: WASHINGTON

KEYWORD:
Cancer Pri:i:es

BODY:
Scientists who did pioneering research work on how cancer begins and what

sustains it have won $100,000 prizes from the General Motors Cancer Research
Foundation.

Three researchers from the United States and one from Israel are recipients
of the largest cash awards in cancer research in presentation ceremonies
Wednesday.

WinneT's of the tax-free $100,000 prizes qnd 90ld medals are Dr. Elwood
Jensen, 60, director of the Ben May Laboratory for Cancer Research at the

'

University of Chicago, and Dr. Isaac Berenblum, 76, professor emet'itus at
Weizmann Institute of Science in Rehovot, Israel.

V. 11
thefj

The other $100,000 prize is shared by Dr. James A. Miller, 65, and Dr.
Elizabeth C. Miller, 60, a husband-wife team from the University of Wisconsin.

Jensen is honored for worK on the hormone treatment of cancer, Berenblum for
discovering that cancer is a multi-stage process, and the Millers for finding
how many chemical cancer agents work in the body.

This is the second year in which the international prizes have been awarded
by the foundation established in 1978 by the automaker, which pays the taxes on
the awards.

Winners of the prizes were selected from more than 300 entries from around
the world by a panel of scientists chosen without company involvement.

Dr. Jbseph Fortner of Sloan-Kettering Cancer Center in New York, president of
the foundation, told a news briefing that the work being honored ·clearly signal
giant steps in the control of cancer.·

Jensen discovered estrogen receptor proteins in breast cancer that led to J
~id_~nt~!':l~~~9~~LI(TIO~S, th~t are li~elY ~~ ~e. se~1.~~ti~,!,o hor(T,one~~_~~s_t~_for this
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The Associ~ted Press

The m~teri~ls in the AP file were compiled by ~he Associ~ted Press. These
m~teri~ls m~y not be republished without the express written consent of The
Associ~ted Press.

M~y 28, 1980, Wednesd~y, BC

SECTION: Domestic News

LENGTH: 190 words

HEADLINE: GM Found~tion Gives C~ncer Prizes

DATELINE: DETROIT

KEYWORD:
C~ncer AWqrds

BODY:
Scientists from Chic~go, Wisconsin ~nd Isr~el h~ve been chosen to receive

$100,Obo prizes from the Gener~l Motors C~ncer Rese~rch Found~tion, the
found~tion ~nnounced.

Elwood V. Jensen, director of the Ben M~y Lqborqtory for Cqncer Reseqrch ~t

the University of Chic~go, will receive the found~tion~s Ch~rles F. Ketterin~

Aw~rd for work on the role of estrogen receptors in tissue in choosins the best
tre~tment for bre~st c~ncer.

The husband ~nd wife teqm of J~~les A. ~nd Eliz~beth C. Miller of th~ McCqrdle
Lqborqtory for Cqncer Reseqrch ~t the University of Wisconsin in M~dison will
receive the Ch~rles S. Mott AWqrd for th~ir elucid~tion of how chemic~ls Cqn
Cquse c~ncer.

IsaClc Berenblll~I' retired professor in the d'ep~rt~lent of exper'i~lent~l biol.09~1

qt the Weizmqnn Ins~itute of Science in Rehovot, Isr~el, will receive the
Alfred P. Slo~n ·Jr. Aw~rd for his work on chemic~lly-cqllsed tumors.

The prizes will be presented in q W~shington ~eremony June 18. The recipients
were announced Tu~sdqy. GM' est~blished the prizes with ~ $2 million gr~nt to the
fOllnd~tion in 1978 in honor of three of the ~utom~ker~s key executives.
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Copyright 1979 McGraw-Hill, Inc.
Che~ical Week

Nove~ber 14, 1979

SECTION: TECHNOLOGY NEWSLETTER; pg. 51

LENGTH: 73 words

GE 51

HEADLINE: Polypeptide shows pro~ise in treating ~ultiple sclerosis

BODY:
Tests to treat ~ultiple sclerosis with a polypeptide show so~e p:o~ise.

Researchers at the Weiz~an Institute of Science CRehovot, Israel) have used
the drug, called COP, to arrest and prevent a laboratory-induced disease like MS
in pri~ates. Early trials on hu~ans are inconclusive. Three of the four MS
patients treated showed no i~prove~lent, but their conditions did not worsen.
Th~ fourth i~proved but later relapsed.

J
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INVESTIGAtION BY BUFFALO DETERI'UNEO I I 'A SENIOR

IN THE CHEMICAL ENGINEERING .DEPARTMENT ATUB, PREVIOUSLY HELO
- I

AN ENGINEERING COMPUTER ACCOUNT AND CURRENTLY'MA1NTAINS A

COMPUTING CENTER i1CCpUNT. 'THE ENI)INEER~NG .ACCOUNT 'IS A

'PRIVILEGE QRA~TED TO· THOSE 'SJUDENTS, DEMONSTRATING A NEED TO

ACC~$S SPECIA~IZED COMPUTER OPERArING SYSTEMS. iHE'COMPUT'ING

A~tOUNT 18 A RIGHT GRANTED TO ALL UB STUD~NTS FOR GENERAL

SYSTEMSUSE~ IENG~NEE~ING ACCOUNT WAS REVOKED' ~s A

RESULT 9F HIS ABUSE AND MisUSE ,OF UB~S COMPWTERSYSTEM? 1
I

______~ISTIlL MAINTAINS HI~ COMPUTING ~GGOWNT~

, ON OCTOBER 8, 1992,1 IWAS ARRESTI;P. 'BY UB CAMPUS,

SECURIJY 'WHEN HE WAS· OBSERVED~ ,AT A C.OMPl,JTER 'TERMINAL 'AT UB

ACCESSING A COMPUTER SYSTEM' FOR' WHICH H~'NO LONGE~ 'HAD,

AUTHORIZATION. I IADMITTED TO ARRESTING CAMPUS

SECURITY·OFFICERS THAt HE WAS USING THE ENGINEERING ACCOUNT OF
~. , - ~, . ~

AN,dTHER STUDENT. THE ENG INEEfU NG AC~OUNT USED BYI I
BELONGS TO' (X'}l k'PATE OF BIRTH

I 1 RESIDI,NG ATI L

Peferral/Consult
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'ORDER TO 'DETERMIN~ WH~T INFOR~AT~rON/SYSTEMSI IwAs

ACCESSING AT ~HISTIME.
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,------
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b6
b7C



"

..... ...

PAQE FIvE DJ; FBIBF 0008 UNCLAS EFT 0

<:) I

________IAI\.!D LAST "KNOWN- CONTACT WITH HIM.' DETERMI.NEIF f­
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COMPUTER-ACCOUNT; )F SO, UNDER WHAT CIR~UMSTANCES?

OBTAIN APP.ROPRI~TE BACKGROUND 1NFORMAT(ON R~I ITO

INCLUDg: -PRESENT EMPLOYMENT AND ACCl=:SS i"0 COMPUT~R SYSTEMS
, f

ANQ ,POSSIBLE -,CONTACT1~SSQCI'AtION WI'TH THEWEi:SMANN"'IN~TITUTE
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 1/20/93

r-----...,II-:-t-e"="l-e-p"...h-o-n-e-n-t-1m""""b,...e-r-. ..,.I---------.~ was .interviewed at .Jhe
FBI New York Field Office. After being advised of the jdentjty
of the interviewing Agent and nature of the. interView, I I
provided the following information:

I Iadvised that he did not know nor have any
knowledge wha~soeyer regarding state university of Buffalo
undergraduatel I He stated he was never inv01V~
in any unauthorized' computer access and had no ideaJi.Q;J
gained access to his engineering computer account. ~ _
explained that he physically left the campus at completion of his
thesis defense on June 30,1992. .-

Acting under the advise of the university at Buffalo,
Mechanical Engineering Department I':-:_-:-:-_-:-_~:-- ---=-~:-----I
(phonetic), he provided a copy of his thesis and access code to
fellow graduate student (name unknown - Indian descent) to test
the principles and applic~bility of his thesis.

I Iadvised that in any case, his access account
should have been officially closed on September 1, 1992 with the
start of a new'semester and that his access code should not have
been accepted-under any circumstapcesafter that date, as he was
no longer a registered- student.
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Il1ve,UsaUol1 OD 1/19/93 at NEW YORK

It'; r;~, ,.

i Fi1_~ '-, ·65W-BF-28197

by ...... I vane Date dictated ..1..../:...2"-.:0~/'-9"'-3"'-~ _
~ --J~~v~"'--~-~---

This document contains neither recommendations nor conclusions of the PBI. It is the property of the PBI and is loaned to your agency:

I. it and its contents are not to be distributed outside your agency: • .
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The Administrative section of the university of Buffalo
was the only other source with knowledge of his access account,
as was required by school regulations and with the capability to
reactivate his access code.

I Iclaimed he had no knowledge, contact or
association with the WEIZMANN INSTITUTE OF SCIENCE and in fact
had never heard of the institution.

The following descriptive data was obtained from
interview:

NAME:

ADDRESS:

HOME TELEPHONE:

SEX:

RACE:

DOB:

POB:

SSN:

HEIGHT:

WEIGHT:

BUILD:

HAIR:

EYES:

TATTOOS:
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FACIAL HAIR:

EMPLOYMENT:

POSITION:

MARITAL STATUS:

PREVIOUS ~ST:

MILITARY SERVICE:
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New,York.
Investigation, on jariu~ry 19, 1993 at New York,
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FD-36 (Rev. ,11-17-88)

TRANSMIT VIA:
.0 Teletype
o Facsimile
IX] AIRTEL

PRECEDENCE:o Immediate
o Priorityo Routine

FBI

CLASSIFICATION:o TOP SECRETo SECRET
o CONFIDENTIAL_o UNCLAS EFT 0
o UNCLAS

Date 12 17 92

TO

FROM

SUBJECT

: DIRECTOR, Fij~I _
(AT1N: SSAl IINTD, CI-1Ci

IOC L b

SAC, BUFFALO (65W-BF-28197) (P)

"CHANGED"IL..-- - =---JI
WEIZMANN INSTITUTE OF SCIENCEi
ESPIONAGE-ISRAELi
(00: BUFFALO)

b6
b7C

/

b6
b7C

This entire communication is classified "~."

Title marked "Changed" to reflect correct spelling
of SUbject's first name and to reflect designationlOf BUffa~o
~~ offjce of origin. Title previously carried as '~ J
I I WEIZMANN INSTITUTE OF SCIENCEi ESPIONAGE-ISRAELi
00: PHOENIX (65W-PX-48110)."

Referenc, px airtel dated 10/19/92 l and 12/8L92
telcall between SSA ~ FBIHQ and SSA IL...- J
I I Buffalo.

Re PX airtel advised of an unauthorized penetration
of a computer system at the Yuma Proving Ground (YPG) ,
Arizona, which was traced to SUbject's computer account at
State University of New York at Buffalo (UB).·

~4 - Bureau (Encs. 12)
,~- Buffalo

~ -

~
b6
b7C

b7E

b6
b7C

b6
b7C

b7E

Transmitted
(Number) (Time)



«
~••

65W-BF-28197

Enclosed for the Brreau are three copies of an LHM
captioned I _and dated as above. Also

r
~~Closed are three copies each of FD-302s detailing intervi1ews

~
B;

UB andUB. L...- _

REQUEST OF THE BUREAU:

__________~T_hj Bureau is requestedJ I
I regarding captioneduDJect, a On1ted States
Person CUSPer), for the reasons set forth in enclosed LHM.

*2

------- --- ---- -

b6
b7C

b7E

b7E
b6
b7C
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b7E
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~ DECLASSIFIED BY UC60322LP/PLJ/CC~
,... ON 01-10-2012 0

FD·302 (Rev. 3·10-82)

- 1 -

FEDERAL BUREAU OF INVESTIGATION

Date oftranscription 12/17/97-

On December 16,1992, I Ldate of birthll
'---__---,,....-.....,..__,....,.......,,...._..,..........,.. ,....-,....-_..,...._....,,.._,....1 state univer~f
New Yo~k at B~ffalo CUB) was interviewed at UB, Amherst, New
York. L Jwas advised of the identities of the interviewing
Agents and the nature of the interview. He thereafter
voluntarily provided the following information:

advised he knows I

stated he spoke to on two :~~asions once in May
of 1992 and again in August of 1992, after I ?broke into
computer accounts. The August PEnetration . was of
I J account and resulted in -----------

On one occasion I ~broke into machines in the
Computer Center. According tor=====J a weakness existed in an
earlier version of UNIX software which allowed users to get into
other systems. I Ilearned about this older model's
vulnerability which allowed him system privileges without a
password. He entered the computer and corrupted information on
the machine.

b6
b7C

On October 8, 1992, someone at the COfPuting Center
noticed a problem with a com']uter, which I described as
"cbaracterStiC of I " I Itraced the prObli ha"j to

whose engineering account had been revoked by
10f the Engineering Department because of misuse of a

compute1SYstem ir that department. The engineering account had
allowed access to the UNIX system. He still had one
computer account on the VAX cluster.

Date dictated 12/17 /92

l..._ tit
--=:.=.L.=.;:'"'-='-=----,-r--7 ...:===~--"N.;..;e;;;.;w"--y;;:..o;;;;.r=k'--__ File # 6 5W-BF-28197 - +Investigation 0(1

SA t-------r----.....
by SA

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency;
it and its contents arc not to be distributed outside your agency.

-- -- ---------



FD·302a (Rev. 11-15-83).'

65W-BF-28197

2Continuation of FD·302 of ...!:::========!L..- , On 12/16/92 ,Page -----

b6
b7C

1S of the 0p1n10n 0
astray. He knows to have associations with others
involved with these activities at the University of Kentucky and
the University of Hawaii. I Icould not provide the
identities of these associates. He added he was aware of these
people through computer networks.

whenl Idetermined a connection
~__~~~~Iaccount and a graduate s;~~~t!'~~~~~
E-mail (eJeytronic mail) message to ~ -p~~~~~
I unauthorized use of the UNIX system ater
learned that upon receiving the E-mail message, located

1 land observed him at a work station computer which is
spec1f1caily used to access the UNIX system. It was learned that
the account used to log on to this'compute~ belon~ed to a
grad~ate studert who was no longer at UB. L Jalso learned
that I _admitted to accessing the system without
authorization, and as a result, was arrested by UB Public Safety
Officers at the request of C =::::J After I I
arrest,~ was called bYl rteassist in determining
what da~ lobtained and in preserving it.

~~~_IstatedI ladvised him he was contacted
by people at the Yuma proving Ground (YPG) who traced a
penetration of their system to UB. It was I I VAX
cluster account which was used to penetrate the YPG system.

r-- ---JI....__....L:d~escribed!:-':""""::-:-"""":"'"..... r------J

He added

I Istated 1 1 (also spelled IL.....- ~ is
unknown to him.
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FD·539 (~ev. 11-27.84)

Memorandum' C).

Th SAC~ BUFFALO (65W-BF-28197) (P) Date )/11/93

Fro,!! :. SA 1 _

Subject: I ~

DECLASSIFIED BY UC60322LP/PLJ/CC
ml 01-10-2012

b6
b7C

WEIZMANN INSTITUTE OF SCIENCE;
Fel· ESPIONAGE-ISRAEL;
00: BUFFALO

(U)

Buffalo assumed of,f~~e of C?r~(;p.n on 12/14/92;
additional time required to conduct investigation
by Buffalo and auxiliary offices.

b7E

REQUEST FOR AUTHORIZATION

(U)

~I

QI:::::::::::=======-==-==-==-==-==-==-==-:::::;-~)(----'
b7E

FBI/OO",

,f- - ,

b6
b7C
b7E

F"'~.c··d
t " '1J. 'l

~
~--
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DECLASSIFIED BY UC60322LP/PLJ/CC
ml 01-10-2012

0010 MRI 01$15>3

RF!, FB,IBF

DE RUCNFB #0195 01{0537

ZNY SSSSS

R 132249Z JAN 93

FM DIRECTPR FBI (65W-Bf-2819~)

TO FBI BUFFALO/BOUT,INEI

BT

SEC R E ~ ~OFORN 'WNINTEL ORCON

h7E

CITE: //05151/

PI\SS: BUFFA,LO FOR .sAI"'--- _

SUBJECT: I ----JI Wt;IZ!'1ANN .INSJITUTE OF SCIENCE;

b6
b7e !

b6
b7eCA,PTIONED ,AS ABOYE, DATED DECEMBER .217 1,95>~.

I~ ABQVE BEFERENCED TELCALL AND T~LEIYPE, SA
~r---....I

ESPIONAGE - ISRAEL; 00: BUFFALO.

TI;i I:;; COMMUl\tI CAT I,ON _J S CLASSI F I Ep ~NOFORN"':H~1NTEL­

ORCON II ,1 NITS ~NT I RETY •

REFEREN9E DECEMBER 407 1992 ~ECURE TELCALL FROM SA~~__~

------,l ',FBI BUFFALO, JO IRSI ~ FB.l, INl'D, ';I;-3

SECTION~ B I)NIT (CI-3B),' AND TE~ETYPE FROl'-l FBr B,UFFALO TO FBIHQ,
'>-

rJAN 14 1993
FBI- BUFFA~O

_. - ~ ----'---
, ,
';'.:-'---

.,r.. --'
"
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eAG~ TWO Dg RUCNFB 0195 i ~ Q RET

REQUESTED CI-38 TO PROVIDE BUFFALO BACKGROUNQ INFOR~ATION ON

WEIZM~NN INSTITU.TE OF SCIENCE, REHOVOT, ISRAEL~ CI-3B OFFERS THE

FOLLOWING:

A SEA~CH OF FBIHQ IN~ICES WAS NEGATivE. REG~RDJNG THE

WEIZMANN JNSTITUTE.

ACCORDING JO OPEN ,SOURCE LITERATURE, THE WEIZMANN INSTITUTE

WAS OPENED.AT THE ENQ .OF WORLD ~AR II BY A GROUP OF ISRA~Ll

SCIENTISTS,7 NOTABLY ONE OR. ·ERNST DAVID BERGi"J(\NN .WHQ I,S GENERALl,Y

.cONSI,DE,RED ,A PIO~E;ER IN 1.SRAELI NUCLEAR. RESEARCH. DR • .B.ERGMANN

IS ALLEGED TO HAVEWQRKED. PERIODICALLY ON! BEH,AL,F OF THE I.SRAELI

~OVERNMENT. THE INSTITUT~_IS NAMED AFTER A. WELL-KNOWN ,tSRAEL~

SCIENTIST AND ZiONIST, ON~ D!1. CHAIM' ,WEIZMANN. DR •. WEI:Zf:1ANN, A

RUSSIAN-BORN JEW NOW DECEASED, IS BEL.I.EVED TO HAVE BEEN' ,AN

ACCOMPLISHED BIO-CHEMIST IN TME. 1940S.0pEN SOURCES ALLt;:GE THAT

DR. WE~ZMANN tAUGHT .AND CONDUCTED RE~EARCH IN~~N~HE$TER
f

UNIVERSITY IN ENGLAND. THE ABOVE IS PROVIpED' FOR G.ENERAL

INFORMATION ONLY. THERE IS NO FBI' REPORTING ,WHICH CORROBORATES• ' . • r

THIS INFORMATION. CAUTION SHOULD ~E EXERCISEP XN THE US~ OF THI$

INFORM.ATJON~A~ THE S()URCE IS UNVE,RIFIABLE.,

RECENTLY, MAJOR NEWSPAP,ER$' HAVE IDENTIflED THE \WE I ZMANN.

INSTITUTE" L,OCATED IN' ,SOl.JJH TEL-AVIV, J,SRt,EL" AS A RESEARCH

·1

-_._.._---_---:...._------~---------



PAGE T~REE DE RUCNFB 019~ S ~ C ~ E +-

PUBLIC RELATI.ONS. ON _BE}lALF OF THE .WEIZMANN INSTI.TVTE.

FUND-RAI~ING. HOSTS,LECTURES DN TOPICS OF INTEREST A~D ENGAGES, IN

ALSQ ALLEGED THAT ISRAEL COULD PRODUCE NUCLE~R WARHEADS AT THAT

LHE CQMMITTEE ENG~GES IN

e-

'IN 1972. THE ~ASHI~GTON 'POST NEWSPAPER PU~LISHED AN. ARTICLE

v

TIME.

IN WH.ICH IT ALLEQED THAT THE SOVJET NEW.SPAP,ER "MO~KOVSK.I

SC~ENCE WAS TO ENG~GE 1N ·N~CLEAR RE$EARCH~ THE SOVIET NEWSPAPER

MAJOR \METROPOLITAN CJJ.r'ES.

KOMSOt'10LYTES" REPORTED THAT THE, GOAL OF' THE WEIZMANI\I I NSTI T.UTE, OF

I

I

I
I
I
[

I 'CENT~,R FOR E\OBQTICS, BI,O-TECHNQLOGY., MED.l~I,t-lE., ENERGY 'D1=;VELOPMEI'!T

I AND OTHER. HIGH~TECHNOLOO,( ISSUESh~ THE Il>!SIIT!,JTE, HAl> AN "~J,'
II_ - COMM,ITTEE FOR THE WEI ZI1A~N _JNSTIT.UTE. II ~liICH QPERATES IN THE _

Ul\fITED STATES :FR,OM NEW. YORk CITY. CHICA,GO AND PO$S-IBLY OTHER.,

I
I

I
I
I

I

I'
I
I

I~ 1990. TH~ WASHINGTON POST PRINTED ~N ARTIC~~ ~NDICATI~~

THAT, THE WEI,ZMANN. INSTITUTE HAD APPLIED. TO J?U,RCI1ASE, U. S.

I SUPERCOfolPUTEF!S WHICH COULD BE.uSED TO DESIG~ SMALL,ER. LIGHTER

II 'NUCLEA~..WARHE;ADS. HOWEVER,·.IT IS POSSIBLE T.HAT THE.Se;' C:OMPUTEftS

I COULD.S~RVE OTHER PURPOSES. BE;YOND NUCLEA~ WEAPON DEVE~OPMENT.

IN ~992, TH~.aOSTON GLOBE N~WSPAPER INT~RVIEWED ON~ DR.

SHALHEVET~ FREIER, A PHYSI~IST.AT TH~'WEIZMANN INSTJTUTE. HE IS

L~_. 'lo _ -- ------ -------'----------_._--~!,
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I
[

I

I

I

I
I
I
I

·~AGE FOUR PE ,RUCNFB 0125 S ,E C ~ E T

A~~EGED TO ~AYE BEEN lHE CH~EF PF ISRAE~~S NUCLEAR POLICY IN T~E

197QS.DR. E.REIER, WAS QUOTED AS ADv..1?.IN~ T,Hf\T,. "OUR ("I SR.AELI )

POLICY '(NUCLEAR POLICY) ALLOW.S EVERYONE ,WHO ,WANTS TO READ' HOPE

.INTO II (NUCLE.AR .,W,EAPONS) TO .READl;iOP.E, E,VERYONE .WHO. ,WANTS TO

READ FEAR· TO READ FEAR A~D EVERYONE-W~Q WANT$ NOT TO THINK ABOUT

I T TO NOT, THI I)lK ABOUT I J .,11 CI -3B CONSI DERS THJ S SI GNI F I CANT DUE

TO DR. FREIER"'S POSSIBLE T1E9 TO aOTH THE WEIZMANN~INST1TUTE AND

THE ISRAELI ,GQVERNMENT...",

CI-3B B~~IEVES THAT THE WElZMANN INST~TUTE ~S AN ACADEMIC

b~GANI.ZA;-I.ON l~HICH CONDUCTS RESEA,R,CH IN l-tI.GH-TECHNOLOGY ISSUE

AREAS, INCLUDING THEORETICAL ASPECTS OF NUCLEAR AND CONVENTIONAL" ...,. _ , I •

WEAPONS.DEVELOPMENT. THE~ .WEIZMANN INSTITUTE, .IS ~BE.~IEV.ED, TO BE A

.PRIVATE INSTITUtION. HOWEVER, A REVIEW OF ~UMEROUS NEWSPAPER

.ARTICLES ,SU.G.GESTS THAT JHE WE,IZMANN INSTITUTE EMPLOYS FORMER

lSRA~LI ,GOVERNMENT. OFf~ctALS, ~S CONSULTED BY THE ISRAELI

GOVERNMENT< ,REGARDING.~S.P.J::C.IALI.ZED RESEABCH ARr::.AS ,AND OF-TEN SERVES

AS r:. I1REVOLVING-PO.O,R" FPR ISRAEL,I NATI.ONALS TO t10VE BEJWEEN "(HE

PRIVATE ,SECTOR ~ND' GOVERNMENT POSIT,JONS.•

CI-3B AGAIN EMPHASIZe;S. THAT l:NFORMAT:ION. CONTAINED ,FROM OPEN­

SOURCES IS SUBMITTgD FPR.pENERAL CONSIDERATION ONLY AND SHOULD
, .
NOT ~ECES~A~JLY BE USED FOR INVESTIGATIVE JUSTIFICATIQN WITHOUT

• I

, ;
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CONFIRMATION BY MORE RELIABL~ SOURCES.

C BY 101.55; ~~eL f1t4 f1ABR
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DECLASSIFIED BY UC6032~~;;;LJ~~~ 'I
mr 01-10-2012

FD-36 (R.ev. 8-29-85)

FBI

TRANSMIT VIA:
fKI Teletypeo Facsimileo AIRTEL

PRECEDENCE:o Immediate
IZJ Priority
o Routine

CLASSIFICATION:o TOP SECRETo SECRET
o CONFIDENTIAL
IXl UNCLAS EFT 0
o UNCLAS

Date 1/12/93

FM FBI BUFFALO ~W-BF-2~ (P)

TO DIRECTOR FBI/PRIORITY/

FBI BIRMINGHAM/PRIORITY/

FBI NEW YORK/PRIORITY/

FBI PHOENIX/PRIORITY/

BT

UNCLAS EFT 0

b7E

CITE: //3110//

PASS: IOC 1 ....

PHOENIX DIVISION, YUMA RA.

INTD, CI-1C; SAI _
b6
b7C

SUBJECT: "CHANGED" ;1 1 WEIZMANN INSTITUTE

OF SCIENCE; ESPIONAGE-ISRAEL; 00: BUFFALO.

THIS ENTIRE COMMUNICATION IS CLASSIFIED "S~ET."

TITLE MARKED "CHANGED" TO REFLECT CORRECT SPELLING OF

b6
b7C

SUBJECT'S FIRST NAME AND TO REFLECT DESIGNATION OF BUFFALO AS
b6

OFFICE OF ORIGIN. TITLE PREVIOUSLY CARRIED AS 't l .... /)0 'Q7-} ~b7C

vD\ '"' W ~~ t:b4 ',105\IJ"'r5t*~dJ: ~
('.~~' \/ S~I!>t'dled_. • 'SerfaU:e ~

'J 6 Indexod Filod, ')

Approved: 0)cl~ Original filename: \DLDcn5'W. O\~., Di.bl-1rI(Oj bid
7

Time Received: Telprep filename: (2L;Doo5S'o ,0)1. -Di~1C:1G; b/J

MRI/JULIAN DATE: 'lePPo;/cJ/2 ISN: cA'/g ,
FOX DATE & TIME OF ACCEPTANCE: /-./12.";" ;;;;;z,z:~ c...~ 2
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"PAGE 2

~ IWEIZMANN INSTITUTE OF SCIENCEi ESPIONAGE-ISRAELi

00: PX (64W-PX-48110).1I

RE PX AIRTEL DATED OCTOBER 19, 1992 (NO COPY TO MOBILE OR

NEW YORK), AND SECURE TELCAL TO SA IL...- I YUMA RA ON

JANUARY 4, 1993.

o

b6
b7C

b6
b7C

b7E

Referral/Consult



"PAGE 3

Referral/Consult

INVESTIGATION BY BUFFALO DETERMINED 1"-- 1A SENIOR

IN THE CHEMICAL ENGINEERING DEPARTMENT AT UB, PREVIOUSLY HELD

AN ENGINEERING COMPUTER ACCOUNT AND CURRENTLY MAINTAINS A

COMPUTING CENTER ACCOUNT. THE ENGINEERING ACCOUNT IS A

PRIVILEGE GRANTED TO THOSE STUDENTS, DEMONSTRATING A NEED TO

ACCESS SPECIALIZED COMPUTER OPERATING SYSTEMS. THE COMPUTING

ACCOUNT IS A RIGHT GRANTED TO ALL UB STUDENTS FOR GENERAL

SYSTEMS USE. IENGINEERING ACCOUNT WAS REVOKED AS A

RESULT OF HIS ABUSE AND MISUSE OF UB'S COMPUTER SYSTEMS.

__________ISTILL MAINTAINS HIS COMPUTING ACCOUNT.

ON OCTOBER 8, 1992,1 IWAS ARRESTED BY UB CAMPUS

SECURITY WHEN HE WAS OBSERVED AT A COMPUTER TERMINAL AT UB

ACCESSING A COMPUTER SYSTEM FOR WHICH HE NO LONGER HAD

AUTHORIZATION. I IADMITTED TO ARRESTING CAMPUS

SECURITY OFFICERS THAT HE WAS USING THE ENGINEERING ACCOUNT OF

ANOTHER STUDENT. THE ENGINEERING ACCOUNT USED BY 1 _

BELONGS TO (X) I IDATE OF BIRTH

________1 RESIDING ATI"'--- _

b6
b7C

b6
b7C



"PAGE 4

'-- I (X). 1 1 WAS A GRADUATE STUDENT AT UB BUT IS

NO LONGER AT THE UNIVERSITY. INVESTIGATION CONTINUING IN
b6
b7C

ORDER TO DETERMINE WHAT INFORMATION/SYSTEMS 1""-- 1WAS

ACCESSING AT THIS TIME.

INVESTIGATION BY ~lIl"l"ALO --- I

Referral/Consult

LEADS: BIRMINGHAM DIVISION; AT HUNTSVILLE, ALABAMA:
Referral/Consult

NEW YORK DIVISION; AT BROOKLYN, NEW YORK:

CONTACT 1 ----'

DETERMINE 1 __

KNOWLEDGE OFI IAND HIS ACTIVITIES AND/OR POSSIBLE

b6
b7C



Referral/Consult

APAGE 5

COMPLICITY WITH SAME; EXTENT OFI ICONTACT WITH

_________IAND LAST KNOWN CONTACT WITH HIM. DETERMINE IF

~ IAUTHORIZEDI ITO USEI I ENGINEERING

COMPUTER ACCOUNT; IF SO, UNDER WHAT CIRCUMSTANCES?

OBTAIN APPROPRIATE BACKGROUND INFORMATION REI~ I TO

INCLUDE:/ PRESENT EMPLOYMENT AND ACCESS TO COMPUTER SYSTEMS
~~~

AND~CONTACT/ASSOCIATION WITH THE WEISMANN INSTITUTE OF

SCIENCE, REHOVOT, ISRAEL.

PHOENIX DIVISION; AT YUMA ARIZONA:

b6
b7C

b6
b7C
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"PAGE 6

FOR INFORMATION, FBIHQ AND DEPARTMENT OF JUSTICE (DOJ)

DISCUSSIONS CONTINUE RE CAPTIONED MATTER, AND RECEIVING

OFFICES ARE REQUESTED TO COVER LEADS EXPEDITIOUSLY AND ADVISE

BUFFALO. RESULTS ARE TO BE INCLUDED IN A
b7E
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,.02 (Rev. 3-10-82)
o DECLASSIFIED BY UC60322LP/PLJ/CC

ON 01-10-2012

- 1 -

FEDERAL BUREAU OF INVESTIGATION

Date of transcription 1/20/93

;------~telephone nuiUber 11...- ..,.....__1 was l.ntervl.ewed at the
FBI New York ~ield Office. After being advised of the identity
of the interviewing Agent and nature of the interview, I~ __
provided the following information:

b6
b7C

b6
b7C

1 ladvised that he did not know nor have any
knowledge whaY5:~Y:r reaa:diPa state University of Buffalo
undergraduate l _ _ _ ~ He stated he was never j mlO'3~
in any unauthor ze compu er access and had no idei~h~o~wul~__~
gained access to his engineering computer account.
explained that he physically left the campus at completion of his
thesis defense on June 30,1992.

b6
b7C

I b6
b7Ca

t

b6
b7C

Acting under the advise of the University at Buffalo,
Mechanical Engineering Department 1"':'"'""0,....-"'"':""':'----:----=-------:-----:-­
(phonetic), 'he provided a copy of his thesis and access code to
fellow graduate student (name unknown - Indian descent) to test
the principles and applic~bility of his thesis.

I ~dvised that in any case, his access account
should have been Officially close~ on september 1, 1992 with the
start of a new semester and that his access code should not have
been accepted under any circumstances after that date, as he was
no longer a registered student.

Inv~UlaUonon 1/19/93 at NEW YORK File' 65W-BF-28197

.by~ -r:c ~ D... 'I~.......1~/'-2"'-J.L0,L/..ii!9:....3~----_
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your ag~ncy;

it and its contents are not to be distributed outside your agency: . >

b6
biC
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FD-302a (Rev. 11-15-83)

65W-BF-28197

J

Continuation of FD-302 of JL.-_~ ..L. ' On 1/19/93 •Page;~~
b6
b7C

The Administrative section of the University of Buffalo
was the only other source with knowledge of his access account,
as was required by school regulations and with the capability to
reactivate his access code.

I Iclaimed he had no knowledge, contact or
association with the WEIZMANN INSTITUTE OF SCIENCE and in fact
had never heard of the institution.

The following descriptive data was obtained from
interview:

NAME:

ADDRESS:

HOME TELEPHONE:

SEX:

RACE:

DOB:

POB:

SSN:

HEIGHT:

WEIGHT:

BUILD:

HAIR:

EYES:

TATTOOS:

b6
b7C

b6
b7C



FD-302a (Rev. 11-15-83)

65W-BF-28197

.I

Continuation ofFD-302 of JL....- ~__.On 1/19/93

FACIAL HAIR:

EMPLOYMENT:

POSITION:

MARITAL STATUS:

PREVIOUS ARREST:

MILITARY SERVICE:

Investigation on Jan~ary 19, 1993- at New York,
New York.

b6
• Page -3- b7C

b6
b7C
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DECLASSIFIED BY UC60322LP/PLJ/CCI
m~ 01-10-2012 ,

FBI

TRANSMIT VIA:o Teletype
o Facsimile
IX] AIRTEL

PRECEDENCE:o Immediateo Priority
o Routine

CLASSIFICATION:o TOP SECRET
129 SECRETo CONFIDENTIALo UNCLAS EFT 0
o UNCLAS

Date 1/20 93

TO

FROM

SUBJECT

DIRECTOR, FBI
(ATTN: INTD, CI-1C, IOC~

ADIC, NEW YORK (65W-B~8197)
.(

b6
b7C

This document is classified "SECRB'%''' in its "EH:rti.;a;ety

b7E

Reference Buffalo teletype to Bureau, dated
1/12/93.

b6
biC

b7E

Per _

(Time)(Number)

(Encls. 4)

Transmitted

Enclosed for the Bureau are two copies of FD-302
interview ofl I dated 1/19/93; the original
FD-302, two copies and interview notes are d~~'~~~ for
Buffalo. .

3 - Bureau (Encls. 2) (RM)
1 - CI-1C

~- "Buffalo (65W-BF-28197)
1 - New York

BO:apc
(7)

Approved: --.,;. _

o.
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6?W-BF-28197

This investigation was predicated upon possible
unauthorized penetration of computer~facilitiesat the yuMA
PROVING GROUND, Yuma, Arizona, d~.p::jDa the neriod zmmrst 18-20,
1992. Activities were traced to~1 ~ at the
state university of New York a~ Buffalo (U.B.). On October 8,
1992, I .was arreste~bY U.B. campus security
officers usin the accountjo~f~f~o~rm~e~r~U~.B~.-9~~~~~~~~

DOB:'

On 1/19/93, was interviewed at
the NYO of the FBI and den~ed any knowledge of sUbject or of
his activities. Full text of interview is contained in
accompanying FD-302.

Inasmuch as all investigation has been completed ih
the NYO, this matter is being placed in an RUC status.

b6
b7C

2



",~--FD~.(Rev. 8-29-85)

TRANSMIT VIA:
!Xl Teletypeo Facsimile
o AIRTEL

PM FBI

TO DIRECTOR FBI

PRECEDENCE:o Immediate
!XI Priority
o Routine

(P)

INE/INFO/

FBI

DECLASSIFIED BY UC60322LP/PLJ/CC
mr 01-10-2012

CLASSIFICATION:o TOP SECRET
Iffi SBGKFT
o CONFIDENTIALo UNCLAS EFT 0
o UNCLAS

Pi
Date 2/'iy'93

biE

FBI ALBUQUERQUE/PRIORITY/

FBI PHOENIX/PRIORITY/INFO/

BT

SEC R E '±'

CITE: //3110//

PASS: 10 I""--- ---I~ INTD, C:t-1Ci SAI _

DIVISION, YUMA RA.

PHOENIX

..
SUBJECT: I ~~ WEIZMANN INSTITUTE OF SCIENCE;

ESPIONAGE - ISRAELi 00: BUFFALO.

THIS ENTIRE COMMUNICATION IS CLASSIFIED "SECftE'f'. II

RE PHOENIX AIRTEL DATED OCT. 19, 1992 CAPTIONED 'i~ __
__________~~ WEIZMANN INSTITUTE OF SCIENCE; ESPIONAGE ­

ISRAELi 00: PHOENIX," PHOENIX FILE 65W-PX-48110, AND BUFFALO

tsW .- f],F-,:;5-!P7 -lb
/,. A . ./LL~J /' -:" 1,:)~~~'1Pi.-v.-("'-f<.NI I /}41 ./ so~:r"b.~)J_~_...u~ ","u'__

(I ) ~s'~r":'li?>~1 _-1'i13(1-----~--
• v -'"' ._"-- tJ .s..3

Approved: -Gt!-~_~ Original filename: &/2.00/lII--eA8e ~
Time Received: --'- Telprep filename: BI/f<O()!S(!). 0.32

MRI/JULIAN DATE: __+/...::O~3_~=---~- ISN: -00 {__---.:.. _
I

FOX DATE & TIME OF ACCEPTANCE: -,=¥:z::_:;c.::::~~6:.....;~"-l~z::=---1-1.....3~fA~1"2-~__-+~~~

bo
b "7r
,~



f·~

"PAGE 2

TEL DATED JAN. 12, 1993 (NO COPY TO ALBUQUERQUE), CAPTIONED AS

ABOVE.

RE PHOENIX AIRTEL SET LEAD FOR ALBUQUERQUE DIVISION TO

INTERVIEWI lAND 1 IAT NEW MEXICO STATE

UNIVERSITY CONCERNING THEIR KNOWLEDGE OF THE ACTIVITIES OF

""-- 11 I; WEIZMANN INSTITUTE OF SCIENCE,

REHOVOT, ISRAEL, OR USER IDENTIFICATION UUCP. IN ADDITION,

OBTAIN COPIES OF ALL RECORDS AND COMPUTER COMMUNICATION LOGS

CONCERNING ABOVE NAMES. DETERMINE THE NATURE OF ANY

INFORMATION STORED IN OR TRANSMITTED BY THE COMPUTERS UNDER

ANY OF THE ABOVE NAMES. OBTAIN COPIES OF ALL RECORDS OF ALL

CONNECTIONS MADE WITH MILITARY COMPUTER NETWORKS OR GOVERNMENT

AGENCIES.

RE BUFFALO TELETYPE ADVISED OF CORRECT SPELLING OF

SUBJECT'S FIRST NAME ASI ~ DESIGNATION OF BUFFALO AS

OFFICE OF ORIGIN IN CAPTIONED MATTER, AND SET LEADS FOR OTHER

DIVISIONS.

LEA~:ALBVQUERQUE AT NEW MEXICO STATE UNIVERSITY: COVER

LEAD AS SET FORTH IN RE PHOENIX AIRTEL AND SUMMARIZED ABOVE,

AND REPORT RESULTS TO BUFFALO. FOR INFORMATION, FBIHQ AND

b6
b7C



e

APAGE 3

DEPARTMENT OF JUSTICE (DOJ) DISCUSSIONS CONTINUE RE CAPTIONED

MATTER. ALBUQUERQUE IS REQUESTED TO COVER LEAD EXPEDITIOUSLY

AND·ADVISE BUFFALO. RESULTS ARE TO BE INCLUDED IN A REQUEST

TOIL....- _

e B¥ ~7S6· 0 ON OADR.

BT

hiE



-c -- - - ..--- -l'

DECLASSIFIED BY UC60322LP/PLJ/CC
ml 01-10-2012

0011 'MRI 01108

PP RUCNFB FBIBF FBIPX

DE FBIAQ #0001 040181~

ZNY SSSSS

P 091738Z FEB 93

b6
b7C

FM FBI ALBUQWERQUE (65W-BF-28197> (RUe)
"TO DIRECTOR FBI/PRIORITY/

. -./ ~

Fel BUFFALO (65W-BF-28197)/PRIDRITYj

~Bi PHOENIX (65~-;'~-4~~10)/PRIORITY/

BT

~~~---------.b7E

CITE: //3020//

SEeR!!T

b6
b7C

; -

INTO. CI-IC.PASS: 10 I ---'~

-/ /
SUBJECT: 1 --'1 WEIZMANN JNSTITUTE OF'SCI~

ESPIONAGE - I~RASLf 00: BUFFALO.

ALL INFORMAtION CONTAINED HEREIN IS CLASSIFIEp IIS~RET. I:

RE BUFFALO TELETYPE. DATED FEBRUARY 2. j~93 ANp PHOENIX

AIRTEL. DATED OCTOBER 19~ 1992 (P~ FILE 65W-PX-48~10).

FOR INFORMAtION OF BUFFALO. ALBUQUERQUE COVERED THE ~EAD

SET FORTH IN ,RE PHOENIX AIRTEL AND FORWARDED ALL ORI~INAL

" .

FEB 9 1993

~~~-...-,-' \1

\
'/



o
---_ ....~.-~

PAGE Twa DE FBiAQ 0001 S ~ b RET

DOCUMENTATION to THE PHOENIX DIVISION BY AIRTEL.. DATED

DECEMBER 21 t 1992. RE BUFFALO TELETYPE IS THE FIRST I

NOTIFICATION RECEIVED BY ALBUQUERQUE T~AI THE OFFICE OF ORIGIN- .

HAS CHANGED IN THIS MATTER. ALL ORIQINA~ DOCUMENTATION 'ETC. "

SHOULD HAVE BEEN FORWARDED BY PHOENIX WHEN THE OFFICE OF

OR~GIN WAS CHANGED.

PHOENIX DIVISION AT PHOENIX, ARIZONA: FORWARD ALL

APPROPRIATE COMMUNIC~TIONS ETC., REGARDING AL~U~UERQUE~S LEAD

TO THE BUFFALO DIVISION IF NOT PREVIOUSLY HANDLtn.

BT

#0001

NNNN

---_...:.....:..._--_----:._----_--:..----:._-----_..-:...._---~. --
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b7E

J

ALL INFOPnATION C01JTAINED
HEPEIN IS U}rCLASSIFIED
DATE 01-10-2012 BY UC60322LP/PLJ/CC

.~
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. ' .-'-- ;:- . ' ,
.~ DECLASSIFIED BY UC60322LP/PLJ/CC ~
~ mr 01-10-2012 ~,

_.-~.".,i -=-------'"

1 -

'\
"

, ',,-

0004 MRI 01676

~R FBIBF'

DE RUCNFB #0,1 09 0640157 '

ZNY SSSSS

R 042117~ MAR,93

FM DIRECTOR FBI

TO FBI BUFFALO (65W-BF~28197(/ROUTINEI

,BT

~

CITE: //0514//

PASS:· SAI~ ___
b6
b7C

SUBJEcT: WEI~MANN'1NSTITUTE OF SCIENCE;

b6
b7C

f' I,

b7E

ESP.IONAGE - lSR~EL(COMP\jTER ,HACKING).

TH~S COMMUNICATION IS CLAS~IFI~D 3EeRET.

RE TELCAL. FROM, BUFFALCI TO ,FBIHQi~~~-IC.r ros 1 _

I_-=-:-==~I i

BASED UPON REVIEW OF INFORNATION CONCERNING CAPT'IONED

SUBJECTS, 1 -----1

b7E
I

'-- 118 'AUTHORIZED IN AC~ORnANCE ,W1T~ THE
, ,....

""1" .+~\ -. '

b7E

"



Q
PAGE TWO DE RUCNFB 0109~

ATTORNEY GENERAL GUIDELINES (AGG) FOR FBI FOREIGN INTgLLIGENCE

--- "'-------- -,-.-..----"l ... ------

COLLECTION AND FOijEIGN COUNTER1*TELLIGENCE JNVESTIGATIONS,,

SECTION III C. BUFF~LO SHOULD ENSURE THAT THE 90-DAY LHM FOLLOWS

IMMEDIATELY UPON RECEIPT Of TH·IS TELETYPE, AND T~AT THE 8EQU~RED

ANNUAL LHM IS SUBNITTED TO fBI~Q IN A TIMELY MANNER IN ACCqRDANCE

WITH SECTIpN IX C OF TH~ AGG

C C 9, B Ol'sEtR

. BT-

#0109

" ,

NNNN

- - -- ----_-:-_--'-----_.:.:-__--:...~

I

1-
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ALL IHFOPnATIOH CO}rrAINED
HEREIH IS UHCLA55IFIED EXCEPT
lJEERE SHOTJJN OTIiERlJISE

..

-,-, - .. --;----. , ...... ~ ..
~ -MAR 04 '93-'04:10PMi FD.;j~~ ,..... '·~U·'JVJ

t ~DATE: 01-10-2012
'CLASSIFIED BY UC60322LP/PLJ/CC
REAS OH: 1 . 4 (c)

, DECLASSIFY OH: 01-10-2037

FBI FACS/MIl:.£
COVERSHEET

BIId5i

CLASSIFICATION
J

PRECEDENCE
X Immediate

Priority
Routine

• I

:.....:' Top Secret
x.~=Confidential

Sensitive
, UnclassIfied

Time Transmitted:-_
Sender's Initials: ---­
Number of Pages:~_

To: Bu££o \c)
JNamlt of Office)

Facsimile number: '7 /(o- 3S L\3 - .~3a ~

_ Date: 3... 4-93

Attn: 5~ If-Ro-om----r-,/,-ph-o-"e-N-o.;-

,From: _£&'1 8~ Q..!.- I ~j .r. if"J.)
lNsme 01 Offi::e)

b6
b7C

SUbject: 1 l1..,&; Zttlll"O

o~' Sc~ce ~ f"s pot :k.sR'A @r1~

(c.C"·Me~~o..cl;; 1"5:J' b(): ~f .. \ I

Special Handling ihstructlons:,-p::::i:~ __~~---.J~~".1;;U",..I4...1.:s::e.- _

Sf;

FBI- Bt.:i'"i"ALO ~ ~

t- . --"""""'-~r' .

reJSPhoneJ _

I..-...-__I~L

Originator'S Name: .I'o
OrigiN3tor'S Facs/mile Number~'_,...,_..... ....--__..,......,,.,,.-.....-..,.,.

~ ~ -:roved: (l, m/ (!. It I; -r" ;:' .'. i



MAR 04 '93~

L...--_~

RE: I ~ WEIZ~mNN INSTITUTE OF SCIENCE1

-'

P.2

b6
b7C

b6
b7C

b7E



Memorandum
o o

DECLASSIFIED BY UC60322LP/PLJ/CC
ON 01-10-2012

I .
r

To SAC, BUFFALO (65W-BF-28197) (P) Date 3/10/93

SA 11.....- __From :

Subject: I.....-_------~
WEIZMANN INSTITUTE OF
FCI-ESPIONAGE-ISRAEL;
(00: BUFFALO)

SCIENCE;

b6
b7C

This entire communication is classified "S~T."
1.....-_---- 1

b7E

b6
b7C

On 3/8/93, I I Assistant District Attorney
(ADA), Erie County, Amherst, New York, advised the original
charge of "misuse of a computer" lodged against tile subject was
reduced to a charge of "disorderly conduct." ADA L I
explained sUbject was allowed to plead guilty to the reduced
charge for the following reasons: this is his first offense;
officials at the state university of New York at Buffalo (UB),
where the subject attends college, were not "overly anxious" to
have the matter pursued; and the matter is of investigative
interest of the FBI. According to ADAI I, the subject is now
guilty of a violation and not of a crime.

On this same d~ae lappeared in Amherst Town
Court before Town Justice ::rand pled guilty to the
reduced charge. Justice Iimposed the following sentence on b6
the sUbject: $100.00 fine plus $45.00 mandatory surcharge and 40 b7C
hours of community service at UB. I Iwas also ordered to
stay away from unauthorized computers. During the proceedings
I ladvised Justice I Ihis parents were financing his
college education. For court records the sub'ect rovided his
local address as and his
home address as L..-------".......,....----,-....,.....-----r--------t--.JI I was represented by Attorney'-- ---'

", p.L
i (2)



SUBJECT:

TO:

FROM:

ALL INFOR1·iATION CONTAIr~D

HEREIN IS U1JCLASSIFIED
DATE 01-10-2012 BY UC60322LP/PLJ/CC

AUSAI

.;f~~""""'======::::;-

1 _

SUBPOENA REQUEST

-J

3/11/93
b6
b7C

b3 FRCP, Rule 6(e)
b6
biC

Grand JUry sUbpoenas are requested for the following:

b7E

:\_; .-r ':I~LCZ~=?,~
-----~ ~.:'-~~

r.4"R .II' ~ .'1



DECLASSIFIED BY UC60322LP/PLJ/CC~

mr 01-10-2012 :
-l

Memorandum

To

From :

Subject:

SAC, BUFFA
$~N: SA-r=-.....o...;:;.;:;..:.;....-==--=-=-==-,,-,=,,-....>..::....(

I I
~W=E~I~Z~MAN~~N-=IN~S=T=I=TU==T=E~OF SCIENCE;
ESP-ISRAEL
(00: BUFFALO)

Date 3/18/93'

b6
b7C

This entire communication is classified "~"

On 3/15/93, writer contacted~ ~ a source of
known reliability who has furnished re 1able 1nformation in the
pas~ c01cernina any information asset would haye on capt~oned

sUbJect J

Asset advised that he did not have any information
concerning captioned sUbject but furnished the following

t::jrmation concerning 1 _

Asset stated that thel ~~

Asset did not have any additional information regarding
the above.

On 3/15/93, writer contacted I ~ a source of
known reliability, who has furnished reliable information in the
past corCerning any information asset would have on captiored
subject

-----------------------------'
Asset advised that he did not have any information

regarding captioned sUbject but furnished the following
information regarding 1 I

b7D
b6
b7C

b6
b7C

b6
b7C

b7D
b6
b7C

bo
b7C

1 -
1 - L..r-1r:--------I
DPS;
(4) s

b7E
b7D

. :..BI; -- 2S1'1 '1 --
~ ) -~ ._ .. .J ,,~

I... ~1>

MAR 18 1993



65W-BF-28197

-l

Asset stated that thel~ __

Asset did not have 'any additional information regarding
the above.

2

b7D
b6
b7C



ALL INFORl·rATION CONTAI~mD

HEREIN IS lTI~CLASSIFIED

DATE 01-10-2012 BY UC60322LP/PLJ/CC



FD-302 (Rev. 3·)Q.82)

----:~----

• ALL INFOPl·rATION CONTADIEDoHEREDJ IS UlJCLASSIFIED ::a
DATE 01-10-2012 BY UC603221P/PLJ/GC-'

-.l.:

FEDERAL BUREAU OF INVESfIGATION

I

~__~to also provide 1nforrnatio~ set forth in the subpoena.

Date of transcripli<!n

On March 19, 1993, united states
Western District of

3/22/93

b3 FRCP, Rule 6(e)
b6
b7C

SA I '¥,L
by~, Date dictated ..:3......../2=2'J-1-=9:.::3~ _

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your~ncy;
it and its contents are not to be distributed outside your agency. \

Investigation on --=3..../..:1;.:;;9..../.::;.9.::;.3 atAmherst, New York FileN 65W-BF-28197
b6
b7C



• <

ALL INFO~~TION CO]rTAINED
HEREIN IS UNCLASSIFIED
DATE 01-10-2012 BY UC60322LP/PLJ/CC



o o
AO 110 (Rev. 12/891 Subpoellll to Testify Before Grand Jury

~ntt£o ~tat£5 ~ tstri.ct ([ourt
__.....:.._~ W_E_S_T_E_RN__ DISTRICT OF NEW YORK

T'

SUBPOENA TO TEST:: _
BEFORE GRAND JU~b3 FRCP, Rule 6 (E

SUBPOENA FOR:

YOU ARE HEREBY COMMANOEO to appear and te";tv b!lore the Grand Ju<Y 01 the L"".o ...00. 0,""'01 COO"2
the place, date. and time specified below.

PLACE COURTROO~

68 Court street, Room 502
Buffalo, New York 14202

Federal Grand Jury

YOU ARE ALSO COMMANDED to bring with you the following document/sl or object/sl:" b6
b7C
b3 FRCP, Rule 6(e)

-----'-----------~

.-."
b3 FRCP, Rule 6(e)

o Please see additional information on reverse

b6
b7C

This subpoena shall remain in effe~ until you are granted leave to depart by the court or by an officer:acting on
behalf of the court. .

/:.
CLERK

//A nS.~
OATE

1'£ .1~.c. 't[~4 '- ..t1.A •.<L
3/16/93(BYI OEPUTY CLERK /l .,....

,.
\

NAME. AD ATIORNEY
This subpoena is issued on application ~

of the United States of America Att: m"l I

DENNIS C. VACCO
502 U. S{. courthoUSe!
Buffalo. NY 14202

United states Attorney I I, ". .
\ .



AO 1\0 (Rev, 12/89) Subpoena to Testify Before Grand Jury

RECEIVED
BY SERVER

b3 FRCP, Rule 61e)
b6
b7C

RETURN OF SERVICE (1)

fSJ-BUfFHO

SERVED

$E.V," ON ".'i.....NA_M_E_I ...,j1

t, , J~[;el

'\\\ Vt-.,\ \\ I

SERVfO BY «PRINT NAMEI

I
' TITLE $/c.c/a./ IiJe,T/ f

rc..~c/a.I 75ut'fJt1U d .znvest/.JCi.-~"'"
STATEMENT OF SERVICE FEES •

TRAVEL SERVICES TOTAL

I-- --I. --:::-=::-:-':""='"':""=~~=_=_=_==_:=:~~---L.-------...:;.-----~b6
I- ~D..;;;;E..;;.C=LA~RA;..;.T..;..I;.;;O"""N_O;;;;..;..F..;:;S..;;;;E.;.;R"""V..;;;;E.;.;R_(2_' -; b7C

I declare under penalty of perjury under the laws of the United States of America that the foregoing
information contained in the Return of selke and Statement of Service Eees is true ]nd correc.t,

Executed on .31/ f IV .
I1te

AODITIONAL INFORMATION

Address of Server
Sf. AlV

(1) As to wllo may .Irv, a .ubpo,na Ind tile mann" of IU ..,vIc, ." Rul, 17(d). Fed,rll Ru'" of Crlmln.a' Proc,durl, or Rule 45(c), Fedlrll'Rul.. of Civil
Proc,dur" .

(2)"F"sand mllNV' n"el not bl tlndllld'to til' wltn... upon ."vlci of a subpoena Issu,d on b'"llf of til' Unlt'd Stltu or an offlc" or Igency tll"lof
(Rule 45(c), Fld,ral RUlls of Civil Procedur,. Rul' 17(d), F,dl,.1 Rulli of CrimInal Proc'duII) or on b,half of C,rtlln Indlg,nt parties al)d criminal
Cl'f,ndants wllO Ir' unable to pay sucn COSU (28 USC 1825. Rule 17(b) Fld"a' Rul" of Criminal ProceduII)",,.



o.:;...
... AD 110 (Rev. 12/89) Subpoena to Testify Before Grand Jury

;'j.

o

~nite{t .~ttttes ~istritt orourt
___________W_E_S_T_E_RN__, DISTRICT OF NEW YORK

TO', IL.....- _ SUBPOENA TO TESTIFY
BEFORE GRAND JURY

YOU ARE HEREBY COMMANDED to appear and testify before the Grand Jury of the United States District Court at

the place, date., and time specified below. b3 FRCP, Rule 6 (e)

PLACE

68 Court street, Room 502
BUffalo, New York 14202

COURTROOM

Federal Grand Jury

YOU ARE ALSO COMMANDED to bring with you the following document(~lor object(s):* b3 FRCP, Rule 6(e)
b6
b7C

I

q Please see additio!'81information on reverse

This subpoena shall remain in effect until you are granted leave to depart by the court or by an officer acting on

behalf of the court.
/"! ----

IBVI DEPUTY CL~RK U ','

CLERK /'. ." ;. G {(.. ~ ;7
I ' ,. ~ ,.*/.? (1 • V'(.It,. ",,- t? ~ ~_l.. ....i 'v'~ ',;-

DATE

3/16/93

This subpoena is issued on application

of the United States of America

DENNIS C. VACCO
united states Attornev

'If no, ~OllbtIl>Ie. enct,-none"

NAME. AC '(TORNEV

x~ I
502 u~s. Courthouse I

n NV 14202
I I

I

b6
b7C



~~ -'x', y. ~ n:stcr:rr =X~ :?'!' va merna- ,ts en --- 'r:;; • on

"-- . ~i~~'
-.6l!"......,......hf<~ - *: \;;;;I -
~ -_'~-i_""-

WITNESS IDENTIFICATION FORM:
AND ACKNOWLEDGEMENT OF RECEIPT OF SUBPOENA

-: --.-
.,. ~~- - .-

NAME:.L-_---.-,__~"f=_::=~-------J-------.-,---

~TT~/CASE # 92Rl172-

._ -D~:~ OF BIRTH: ._~-------r-:-------..:.------

- . ~ -I. . "_..:c_ _...~ ... _. __....
, '

.li"'-"t _ .... - ~
I

!
- ".lO>.~_ r---------------------';"~~:+--:-.:--

SOCIAL "SECURITY NO:JL...- L-· ~'-

. HOME ADDRESS:

'PLACE OF ~LOYMENT:

~TE4EPHONE BOMBER: ---~ b FRCP, Rule

L.--;::::::=============~-----:.-:'.b
b C

TE~EPHONE NUMBER:JL...- ---J --,-...;.

TITLE/POSITION AT EMPLOYMENT:. ,

DATE: 0)

NOTE WELL: YOU MUST PROVIDE.ALL THE INFORMATION ON ~HIS FORM~

65 W ~ P ~ t#--7/9
I~E.4,.t!9H£l) - lIIilfXED
~Er':J.t1ZED '----:.1

!,:>t: 2' 9 1993



ALL INFOPHATION COlrTAlNED
HEPIIN IS ~rCLASSIFIED

DATE 01-10-2012 BY UC60322LP/PLJ/CC

FBJ - BUFFALO

--------- ---



FD-302 ~ev. 3·1Q.82)

~ALL INFOPMATION C01JTAlNED ~

~P.EIN IS ~rCLASSIFIED ~
DATE 01-10-2012 BY UC60322LP/PLJ/CC

- 1 -

FEDERAL BUREAU OF INVESfIGATION

Date oftranscription 4/7/.93
-b3 FRCP, Rule 6(e)

b6
b7C

On April 7, 1993, ~

I ~-
"'p-r-o-v~i:-d:-e-d':""'""~":"'"n~f-o-rm-a"":'t-:i~o-n-.<~l:-~":"'"s-t':"""":'e-::d~i-n~U~n-~":"'"~-:--e-=d-S"":'t-a-:t-e-s-D~i-s-:-t-r-:i~<c~t~c-o-u""r-:-t,

Western District of New York sub oena 'number which was

by Spec~al Agent (SAs)
~ ~on March 19,"1993.

I

Investigationon --=<4:.l.1..:.7.L/.::9-=3~ __.....;at 'Amherst, New York - File # 65W-BF-28197

,Date dictated 4/7/93 b6
b7C

This document contains neither recommendations nor conclusions ofthe FBI. <It is the property ofthe FBI and is loaned to your agency;
it an,d its contents a~ n?t to be di,S!ributed ~ulside your'agency. < ,

L- _



FD-36 (Rev. 11-17-88) .

DECLASSIFIED BY UC60322LP/PLJ/CCg ON 01-10-2012 ~

FBI

TRANSMIT VIA:o Teletypeo Facsimile
IKJ AIRTEL

L
PRECEDENCE:o Immediateo Priority
o Routine

CLASSIFICATION:o TOP SECRETo SECRET ,
o CONFIDENTIALo UNCLAS EFT 0
o UNCLAS

Date 4 16/93

TO

FROM

SUBJECT

: DIRECTOR, FBI (ATTN: IOC 1""-- ---'
INTO, CI-1C)

: SAC, BUFFALO (65W-BF-28197) (P)

I ~
WEIZMANN INTITUTE OF SCIENCE;
ESP~ONAGE-ISRAEL (COMPUTER HACKING);
(00: BUF.FALO)

This entire communication is classified "SEeREY."

b6
b7C

rib7E
_____I. Reference Buffalo telcall on 4/13/93 to IOcl~ _ b6

b7C

are the ori inal and five

~ ~dated and captioned as
above.

SSeRS'f

3 - Bureau (Encs.)
@j'- Buffalo

;E
(~,)-.

b7E
b6
b7C

b7E

Approved: _ Transmitted
(Number) (Time)

Per _
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ALL INFOP1{ATION CO~TTAlNED

HEREIN IS ~rCLASSIFIED

DATE 01-10-2012 BY UC60322LP/PLJ/CC

~
\.. J~"':'

, , ~~ ,
, .

_... - or

"

, , ,,

.;..- "

FSJ - BU"FFALO .A
J-



. "': --=_-:'-,--;-;::-~-.--~.-,'

1 -

0017"" .#rt1 Ql:3Q4..,r.t" , '.'!"

... RR RUCN,FB FBIBF

pe:: f,iHBH *0003 1541929

Zl\lY SSSSS

fM FBIBIRMiNGrlAM (65W-BF.,..28197), (P) :>

TO DiRECTOR F~I/ROUTINEI

, !=~'I BUFFALO/ROLiT I NEt'

ET

~ E eRE T

Cli~;' 1/3070;0154/1

PASS: tocl....·" ......~.,..iNTp7.-CJ>;-::j.C.

b6
b7C

b6
b7C

SUBJECT:

~ E$PIONAGE - rSRAE;,L~ 9Q:'BF...
,

, ' ' THI~ l::Q!'IM,UNI~ATION ~-s CLASSIFfED

EI~'f ~RETY",

"SEIJRE, f!

","
ft,", ,,)rto'

1::1'4 ITS..
, .1-

RE Bl,JPFALQ TE~..:ETYPE TO 'BIRMINOHAM. ~ANUARY 1? '1993. AND
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DECLASSIFIED BY UC60322LP/PLJ/CC .o ON 01-10-2012 Q I

rRANSMIT VIA: _A_I_R_T_E_L -7'

CLASSIFICATION:. ----i~~:L ~

FROM: Director, FBI

TO: ~AC, Buffalo

WEIZMANN INSTITUTE OF SCIENCE;
ESPIONAGE-ISRAEL (COMPUTER HACKING)
00: BUFFALO

DATE: 5/26/93
b6
b7C

b6
b7C

This communication is classified ..u.s~"~:ETlI in its
entirety.

b7E
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FJ>.302 (Rev. 3-1(082)

~-.,-.-.

ALL INFORl·iATION CONTAI!~D

HEREIN IS lU~CLASSIFIED

DATE 01-10-2012 BY UC60322LP/PLJ/CC

-1..:

FEDERAL BUREAU OF INVESTIGATION

Date of transCription 4/?-7/93
b3 FRCP, Rule 6(e)-
b6
b7C

SAemployment

Investigation on --.;;4;.(,./.;;;;2;.,;;;6;.(,./"",9"",3 at Amherst, New York File # 65W-BF-28197 -a fJXf
. ,

by SA I ~L .Date dictated--f!!LI r:=---------
b6

....;4:..t/c..::2=-7:-/L..;9=-3=-- b 7 C

This document contains neither recommendations nor conclusions ofthe FBI. It is the property of the FBI and is loa,!ed tl?, your ageney;
it and its contents are not to be distributed outside your ageney.



ALL INFORl·iATION CONTAI~ITD

HEREIN IS lij~CLASSIFIED

DATE 01-10-2012 BY UC60322LP/PLJ/CC

~.PR 291993

ij
--:.c;-

-------=-----'--- -----



o
AO 110 (Rev. 12/891 Subpoena to Testify Before Grand Jury

~niten ~tates ~ istritt ([ourt
WESTERN NEW YORK-------------------DISfRICT OF --, _

TO; .__----------------,

. SUBPOENA TO TESTIFY
BEFORE GRAND JURY

ruu Jo\nl: nl:nl:O 1 to appear ana test. y before the Grand Jury of the Unite tates District Court at
the place, date, and time specified below.

Federal Grand Jury
OATEANOTI

68 Court Street, Room 502
BUffalo, New York 14202

b3 FRCP, Rule 6(e)
:::PLA"':'C::::E~----------------------.,;~--TC=::0:-:-:U~RT:::R~OO::':M-:-----b6

b7C

YOU ARE ALSO COMMANDED to bring with you the following document(s) or objectls):*

Il---- ~

, 0 Please see additionalinfonnation on r8V8fSe

---- _.~--~

OATE

courthouse
.B11.f.j~L.a...~lY...----L'.,1A2.0FBJ - BUFFALO

NAME. AOOR
v

This subpoena snail remain'in effect until you are granted leave to depart by the court or by an officer acting on
behalf of the court.

IBY) OEPUTY CLERK

DENNIS c. VACCa
.United states Attorney

CLERK'

This subpoena is issued on application

of the United States of America



SERVED

AO ~ 10 /Rev, 12/89' Subpoena to Testify Before Grand Jury

RETURN OF SERViCE (1)

DA
RECEIVED

BY SERVER

"b3 FRCP, Rule 6(e)

b6~'
~.,--...".,......,.~=~~=:-L.--------------------------__..I----b7C .

SERVED [N'M'N' N.MEI I

SE "con c>v IDo>'NT N"M~I

I
TITLE S;w'a.1 /IS (.A 1"

hid'd 7)u/en I\, 9 b6
b7C

TRAVEL SERVICES

STATEMENT, OF SERVICE FEES
TOTAL

DECLARATION OF SERVER/2)

I declare under penalty of perjury under the laws of the United States of America that the foregoing

;~:::~o:ncO:;:;J;e Return of sTice and Statement of Service Fees isreand correct. . I

ADDITIONAL INFORMATION

Address of Server
ALL!

I

(1) As to who may serve alubpoena and the mann.r of Its Itrvlee see Rul.17/d), Fed.ral Rules of Crimina' Protldure, or Rule 45/e), F.d.ral Rules of Civil
Proeedur.,

(2) "Fees and mileage need not b. t.nd.r.d to the witness upon Itlvltl of a SUbpoena Issu.d on b.half of the United StaUs or an offle.r or agency thereof
(Rule 45(c), Federal Rules of Civil Procedurel Rule 17(d), F.deral Rules of Crimina' Procedure) or on behalf of cerlaln Indlg.nt parties and criminal
defendantl whO ar. unabl. to pay luch costl (28 USC 1825, Rule 17(b) Fed"a' Rules of Criminal Procedure,,,,

0' o



ALL INFOPnATION CO~rrAINED

HEPEIN IS UNCLASSIFIED
DATE 01-10-2012 BY UC60322LP/PLJ/CC

FJ>.302 (Rev; 3-1()'82)

-.!...:

FEDERAL,BUREAU OF INVESTIGATION

Date oftranscription .4/27/93
_b3 FRCP, Rule 6(e)

b6
biC

On A rii 27 1993

was interviewed by special Agent L:----~-~__:_~-~-~-.:----I
advised the purpose of the interview was to obtain from him
information listed in United 'states District Court, w~stern
District of New York, I Iwhich was served ~n
,him by sAI ----'

The information rovided' b

~----r-~--~----__------~-- __~--~--~was ~n~t~aled aSAn~dated, by
Iwi~h the date the, information was provided to I J

L...-_~

Invcstigation on _4.:..r.../ ::,2.:.,7L.1=.9=.3_'. ' a.t Amherst, ,New York FilcH 65W-BF-28197

by ~'---- ,....,.,..... BL Date dictated 4/27/93 b6
b7C

This documcnt contains ncithcr recommcndations nor conclusi<!ns of thc'FBI. It is thc Pl'llpcrty ofthe FBI and is loancd to your agency;
it an~ its contents are not to be distributed outside your agency.
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